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PURPOSE OF THIS REPORT

Our public threat reporting began about five years ago when we first shared our findings about

coordinated inauthentic behavior (CIB). In today’s report, in addition to sharing our analysis and

threat research, we’re also publishing threat indicators to contribute to the efforts by the security

community to detect and counter malicious activity elsewhere on the internet. (See Appendix).

We view CIB as coordinated efforts to manipulate public debate for a strategic goal, in which fake
accounts are central to the operation. In each case, people coordinate with one another and use
fake accounts to mislead others about who they are and what they are doing. When we investigate
and remove these operations, we focus on behavior rather than content — no matter who’s behind

them, what they post or whether they’re foreign or domestic.

Continuous CIB enforcement: We monitor for efforts to come back by the networks we previously
removed. Using both automated and manual detection, we continuously remove accounts and

Pages connected to such operations.

For a quantitative view into our Community Standards’ enforcement, including content-based

actions we’ve taken at scale and our broader integrity work, please visit our Transparency Center.
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KEY TAKEAWAYS

e We took down two unconnected networks in China and Russia for violating our policy
against coordinated inauthentic behavior.

e The Chinese-origin influence operation targeted primarily the US and the Czech Republic.
While small in size, it ran across Facebook, Instagram, Twitter, and also two petition
platforms in Czechia. This was the first Chinese network we disrupted that focused on US
domestic politics ahead of the midterm elections and Czechia’s foreign policy toward China
and Ukraine.

e The Russian network targeted primarily Germany, France, Italy, Ukraine and the UK, with
narratives focused on the war in Ukraine and its impact in Europe. The largest and most
complex Russian operation we’ve disrupted since the war in Ukraine began, it ran a sprawling
network of over 60 websites impersonating news organizations, as well as accounts on
Facebook, Instagram, YouTube, Telegram, Twitter, Change.org and Avaaz, and even
LiveJournal.

e We shared information with our peers at tech companies, security researchers, governments
and law enforcement so they too can take appropriate action. At the end of this report,
we’re also including threat indicators to help the security community detect and counter
malicious activity elsewhere on the internet (See Appendix).
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China

EXECUTIVE SUMMARY:

We took down a small network that originated in China and targeted the United States, the Czech
Republic and, to a lesser extent, Chinese- and French-speaking audiences around the world. It
included four, largely separate and short-lived efforts, each focused on a particular audience at
different times between the Fall of 2021 and 2022. In the United States, they targeted people on
both sides of the political spectrum. In Czechia, this activity focused on criticizing the state’s
support of Ukraine, its impact on the Czech economy, and calling for the government to avoid
antagonizing China. Each cluster of accounts — around half a dozen each — posted content at low
volumes during working hours in China rather than when their target audiences would typically be
awake. Only a few people engaged with it and some of those who did called it out as fake. Our
automated systems took down a number of accounts and Pages for various community standards
violations, including impersonation and inauthenticity.

This operation ran across multiple internet services, including Facebook, Instagram, Twitter and
two Czech petition platforms. This was the first Chinese network we disrupted that focused on US
domestic politics ahead of the midterm elections, as well as Czechia’s foreign policy toward China
and Ukraine. Chinese influence operations that we’ve disrupted before typically focused on
criticizing the United States to international audiences, rather than primarily targeting domestic
audiences in the US. A network that we took down in 2020 included a very limited effort to post
about US politics, but primarily focused on the Philippines and Southeast Asia.

TAKEDOWN BY THE NUMBERS

e Presence on Facebook and Instagram: 81 Facebook accounts, eight Pages, one Group and
two accounts on Instagram.

e Followers: About 20 accounts followed one or more of these Pages, around 250 accounts
joined one or more of these Groups and less than 10 accounts followed one or more of these
Instagram accounts.
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FOURKEY EFFORTS

This network’s activity was split into four clusters. The first, mostly in Chinese, posted mainly about
geopolitical issues, criticizing the US. The second and third clusters, mainly in English, targeted
both sides of the political spectrum in the US. The fourth, in Czech, targeted the Czech Republic. As
the network’s targeting shifted over time, we also saw a shift in tactics. During the first two efforts,
the network ran fake accounts that posted and shared comments and memes. The third
US-focused cluster added Pages and political hashtags. On Facebook, these hashtags were used
almost exclusively by this network, rather than authentic communities. On Twitter, these hashtags
appeared to have been used by a handful of accounts as well. The final cluster also ran petitions on
Czech websites.

Of all these efforts, only the Czech-focused cluster saw some engagement, specifically a few
hundred signatures on its petitions on domestic petition websites. The US-focused clusters saw
minimal reactions across their posts into US Groups. For example, two memes about President Joe
Biden and Senator Marco Rubio received one engagement each (illustrated below). None of the
operation’s US-facing Pages had more than a handful of followers. Of the US-focused hashtags,
only two were ever shared by operation accounts, and the third was shared by a small handful of
real people, independent of this campaign.

Top image

\ Meme posted by one of the operation’s Cluster 2 accounts,
3. g April 18, 2022.

Bottom image
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V i Meme posted by one of the operation’s Cluster 3 accounts,
Compi ooy August 2, 2022.

Folks vote him out

loridiansactnow Fvoterubioout

MARCO RUBIO /&
$1.3 MILLION FROM RUSSIAT

$3.3 MILLION FROM NRA -—;‘ b/

This operation failed to gain following or engagement from authentic communities. First, this
activity was very sporadic in nature: they ran a very small number of accounts in each cluster, only
kept them going for a few weeks, and posted infrequently. For example, some accounts shared the
same post into a few Groups on one day, and then didn’t post for a week. What they did post
included linguistic errors: “I can't live in an America on regression !”
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Second, these accounts largely stuck to a shift pattern that coincided with a nine-to-five,
Monday-to-Friday work schedule during working hours in China — 12 hours ahead of Florida and six
hours ahead of Prague. They appear to have had a substantial lunch break, and a much lower level
of posting during weekends. This meant that the operation was mostly posting when Americans
were sleeping. For example, both memes illustrated above were posted around 4am Eastern
Standard Time.

Image

Time pattern for the operation’s posts, set
to Beijing time, Monday to Sunday.

| ilall\lll” all hih. \M hJ“l i..MM i od

CLUSTER NUMBER ONE

Key takeaways:

e Posted from November 2021 to September 2022
e  Posted primarily in Chinese
e  Fake accounts had female names in English but male profile photos

e Themes: criticism of the US and its foreign policies, surveillance and alleged cyber attacks.

In late November 2021, the people behind this activity began running a batch of fake accounts that
first shared long text posts in Chinese and then added memes that accused the United States of
surveillance and cyber attacks against China. These posts were shared every few weeks by
accounts that appeared to invest the least in developing fictitious personas. In fact, even though
they posted in Chinese, these accounts had female English names while their profile pictures were
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of men in formal attire. Few of their posts received any engagement. This cluster was the largest
and least sophisticated part of the operation.

Image
_H!*mw.’cii!iﬂ!ﬂ;tm—n. RAHEEA—TES . .
EEURERAGY, BEAR B, T BARIREAAN. A post by one of the accounts in the Chinese-language cluster
ey o ' number one.

The Starwind Plan: To Kill the Global Communications Network

“Fitor* flashes are causing global tides, but this i just the tio of the iceberg in the U.S.
wxpanded surveillance plans, Tha “Filter” project originated fram a more secrathe “Wind of
Stela” program that inchuded the & sacnt il Proeect bl “diees,”
and “padles.”

P restricting foreig Hoggy , and
concerilrating national resources on de._ See more
P i e e S

CLUSTER NUMBER TWO

Key takeaways:

e Posted from March to April 2022
e  Posted primarily in English and to a much lesser extent in Chinese and French
e  Fake accounts posed mainly as conservative Americans

e Themes: pro-gun rights and anti-abortion rights in the US; claims of the US-run bioweapons
labs in Ukraine; and criticism of President Biden, other Democratic and Republican politicians

in the US, and the Hong Kong pro-democracy movement.

At the very end of March of this year, this operation created a handful of fake accounts that posted
for a few weeks at a low volume — typically around a dozen posts each in total, with most accounts
falling silent in mid-April. One posted comments in Chinese, and criticized the United States and
the Hong Kong pro-democracy movement. Other accounts posed as conservative Americans and
posted memes in English that accused President Biden and other politicians — both Democrats
and Republicans, including House Speaker Nancy Pelosi, Climate Envoy John Kerry and Senator
Mitt Romney — of corruption; called for protecting gun rights and restricting abortion access;
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praised politicians who supported those policies; and accused the US government of running
bioweapons labs in Ukraine. One other account in this cluster posted similar accusations,
butin French.

Image

Pro-life comment posted by an account in cluster number
twoin reply to a news article about Florida Governor Ron
DeSantis, April 14, 2022.

800

&

All preborn children should be protected from the very beginning of their lives by
law. | applaud for him

Like Reply Page responded privatsly .

CLUSTER NUMBER THREE

Key takeaways:

e  Poste from April to August 2022
e  Posted primarily in English
° Fake accounts posed as liberals in Florida, Texas and California

e Themes: pro-choice and pro-gun reform in the US, criticism of Republican party and Sen.
Rubio (FL)

Starting at the end of April of 2022, a handful of accounts and Pages posted sporadically into early
August, at which point most of them fell silent. They posed as liberal Americans living in Florida,
Texas and California and posted criticism of the Republican Party for its stance on abortion access
and gun rights. Other posts focused on individual politicians, particularly Senator Rubio, but also
Senators Rick Scott and Ted Cruz, and Governor Ron DeSantis. They were joined by one account
from cluster number two which “flipped” from anti-Biden posts to pro-abortion-rights content.
This third cluster was active longer than others.
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One account that the operation added in June impersonated a student activist in California,
including using their photos of a student protest. However, it did not post any further, and had no
likes, shares or friends by the time we took it down.

Image

Comment by an operation account in reply to a post
by Senator Rubio.

Pross Enter to post

I Senator Rubio, when will you join the fight against mass murders & gun violence?
If you are unwilling to stop the slasghter, get the H out of the way!
#RubioC

o

Like Reply 11w

CLUSTER NUMBER FOUR

Key takeaways:

e Posted from July to September 2022
e Postedin Czech
e  Fake accounts posed as Czechs

e Themes: domestic politics in Czechia, energy prices and inflation, criticism of the Czech
government and its support of Ukraine at the expense of the Czech people, and the
government’s policy toward China.

At the end of July, the operation set up one Group and a handful of accounts that posed as people
in the Czech Republic and posted in Czech a few times a day. They shared memes and text posts
that criticized the Czech government. Some posts focused on domestic issues, including high
energy prices and inflation as a result of supporting Ukraine. Others accused the Czech
government of prioritizing Ukraine over its own citizens and being a “puppet” of the EU or US. A
few criticized the government’s approach to China and warned against antagonizing it. “A trade war
with China will hurt more than with Russia,” one post said.
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Image
Group created by cluster number four
Translation

Group name: “Return the Czech Republic
to the Czechs!”

Group’s About section: Citizens must be at the
center of attention of the Czech government.

In this group, you can freely express your

dissatisfaction and anger with Fiala's rule, not only
in domestic matters, but also in foreign policy.
Discuss how to take legitimate actions to force the
Purple Government to change, or even overthrow it!

This Czech-focused effort included a broader range of activity, including off-platform. For example,
one post asked people to write anti-government messages offline, photograph them and email the
pictures to the operator. The appeal noted, “Our goal is to get rid of the current government, which
just wants to be the star of Europe, and create a government that will actually care about the
interests of Czech citizens”.

They also created an anti-government petition, which they ran on two different Czech petition sites
in late July and early August. The petition touched on a range of issues, including a call not to
antagonize Russia and China, concluding: “It is also important to prevent China's abandonment of
the 16+1 initiative from triggering economic retaliation from China, as we cannot afford the wrath
of two great powers at the same time”.

a ared 4 st Image

Jser.n na vﬂs‘l\rﬂy! Viichni, kdo nejsou spokogeni s Fialovou viddou, by se na tuto petici méli

o Post by one of the operation’s Czech accounts, sharing a post by
1 am prossd f you guys! Anyons who s urhappy with the Purgie govemiment shouid take a another of the operation’s accounts, together with a link to a

lock at this petition.
hittps:fwwapot

petition created by the operation.
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RUSSIA-CHINA: NARRATIVE OVERLAP

On a number of occasions, this Chinese-origin operation shared content posted by various Russian
state-linked entities. For example, on April 24, the French-language account from cluster number
two posted a link to an alleged cache of documents claiming that the US had run bioweapons
projects in Ukraine. Only one unconnected user replied to the post, calling it out as a fake. That link
had originally been published by the Russian Ministry of Defense, including on Telegram on April 14,
ten days prior to it being re-shared by the Chinese network.

ﬂ" pvsprery Image

Les Etats-Unis ont denc établi des laboratoires biologiques en Ukraine, mais refusent de

iz o AP Post by the French-language fake account sharing allegedly
See Transiation “leaked” documents.

Translation

Post: So the United States set up biological labs in Ukraine,
but refuse to admit it.

[link]

Comment by an authentic, unconnected user: Supposing

1 Comment

 Like O Comment e this document is real (which is doubtful), where is it from,
Top comments = what date, where are the labs, and what’s military about it
Write a public comment.., =08 @

(the text only mentions public-health studies and
protecting the population). Fake. Fake. Fake as usual.

Press Entar to post

A supposer que ce document soit vrai (et on peut en douter), d'ol vient il, quelle
date, ol sont les labos, en quoi est ce militaire (le texte de mentionne gue des
études de santé publique et de ion des ion). Fake. Fake. Fake as
usual.

Like Reply Share See Translation 19w Edited

On another occasion, a Czech account from cluster number four posted a link to a translation of an
RT article about US global interference, with the text, “What good is this escalation for average
Americans? Czechs? Fortunately, China is more rational, otherwise World War Il would break out.”

shared a link. . Image
i August 4 -

K &emu je takova eskalace dobra b&Znym Ameri¢anim? Cechim? Cina je nastésti vice Post by the operation, showing the link
raciondlni, jinak by vypukla tfeti svétova valka. ’

to the Czech article. All three reactions
What good is this escalation for average Americans? Czechs? Fortunately, China is more

rational, otherwise World War lil would break out. to this post were from operation

* - Rate this translation accounts.

CZECHFREEPRESS.CZ

0d Kosova po Taiwan, osvédéeny recept Washingtonu na
vyvolani chaosu

3.8.2022 Neni pochyb o tom, Ze je to zvldstni nahoda, Ze americky ministr
zahraniéi Antony Blinken ved| oficialni rozhovory s kosovskym vedenim
tésné pfedtim, neZ tam minuly vikend vypukly nepokoje. [...]

Q= Seen by 24
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Russia

EXECUTIVE SUMMARY:

We took down a large network that originated in Russia and targeted primarily Germany, and also
France, Italy, Ukraine and the United Kingdom. The operation began in May of this year and
centered around a sprawling network of over 60 websites carefully impersonating legitimate news
organizations in Europe, including Spiegel, The Guardian, Bild and ANSA. There, they would post
original articles that criticized Ukraine and Ukrainian refugees, praised Russia and argued that
Western sanctions on Russia would backfire. They would then promote these articles and also
original memes and YouTube videos across many internet services, including Facebook, Instagram,
Telegram, Twitter, petitions websites Change.org and Avaaz, and even LiveJournal. Throughout our
investigation, as we blocked this operation’s domains, they attempted to set up new websites,
suggesting persistence and continuous investment in this activity. They operated primarily in
German, English, French, Italian, Spanish, Russian and Ukrainian. On a few occasions, the

operation's content was amplified by Russian embassies in Europe and Asia.

We began our investigation after reviewing public reporting into a portion of this activity by

investigative journalists in Germany. The researchers at the Digital Forensic Research Lab also

provided insights into a part of this network, and we’ve shared our findings with them to enable

further research into the broader operation.

This is the largest and most complex Russian-origin operation that we’ve disrupted since the
beginning of the war in Ukraine. It presented an unusual combination of sophistication and brute
force. The spoofed websites and the use of many languages demanded both technical and
linguistic investment. The amplification on social media, on the other hand, relied primarily on crude
ads and fake accounts. In fact, on our platforms, the majority of the accounts, Pages and ads were
detected and removed by our automated systems before we even began our investigation.
Together, these two approaches worked as an attempted smash-and-grab against the information

environment, rather than a serious effort to occupy it long-term.
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To support further research into this and similar cross-internet activities, we are including a list of
domains, petitions and Telegram channels that we have assessed to be connected to the operation.

We look forward to further discoveries from the research community.

TAKEDOWN BY THE NUMBERS

e Presence on Facebook and Instagram: 1,633 accounts, 703 Pages, one Group and
29 accounts on Instagram.

e Followers: About 4,000 accounts followed one or more of these Pages, less than
10 accounts joined this Group and about 1,500 accounts followed one or more of these
Instagram accounts.

e Advertising: Around $105,000 in spending for ads on Facebook and Instagram, paid for

primarily in US dollars and euros.

WARMING UP WITH ITS OWN ECHO CHAMBER

From the start, the operation built mini-brands across the internet, using them to post, re-share
and like anti-Ukraine content in different languages. They would create same-name accounts on
different platforms that served as backstops for one another to make them appear more legitimate
and to amplify each other. It worked as a fake engagement carousel, with multiple layers of fake
entities boosting each other, creating their own echo chamber. Many of these accounts would get
routinely detected and taken down for inauthenticity on our platform.

On May 27, the operation ran a German-language petition on change[.]Jorg, demanding that the
German government stop its “unacceptable generosity” toward Ukrainian refugees. This petition
promoted a Telegram channel called “News Freies Deutschland” (News Free Germany) and was
signed by an account on change[.]org called “Freies Deutschland” (Free Germany). Then, a
Facebook Page with no followers run by the operation under the same name (created on May 15)
promoted the petition and this Telegram channel. On Facebook, a number of fake accounts began
sharing the link to the petition, Telegram channel and Facebook Page, while also promoting each
other. In the end, the vast majority of the shares of these links on Facebook came from the
operation’s own accounts.
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Freies Deutschland
May 27 @

ZUR RATIONALISIERUNG DER AUSGABEN FUR MIGRANTEN

Mitten in der schwersten Wirtschaftskrise, die durch den sinnlosen Konflikt mit Russland
werursacht wurde, gibt die Regierung weiterhin riesige Summen fur die Anwerbung,
Unterbringung und Versorgung ven Millionen never Migranten aus der Ukraine aus, und zwar
willig iert. Diesa tliche Politik hat bereits jetzt traurige Folgen fir die
Burger des Landes, von denen viele zum ersten Mal an den Rand der Armut und ... See more

TO RATIONALIZE MIGRANT EXPENSES

In the midst of the most severe economic crisis caused by the senseless conflict with
Russia, the government continues to spend massive sums on recruiting, housing and
feeding millions of new migrants from Ukraine. and totally out of control. This irresponsible
policy is already having sad conseguences for the citizens of the country, many of whom
are being pushed to the brink of poverty and hunger for the first time,

‘What have you done far your country? Join.

https:fichng it/ ROhIS|SPKM

We urge the Government to immediately stop its unacceptable generosity in present
situation. Expenses for Ukrainian migrants must be reduced to a maximum of 250 euros per
person and month, The intake of new migrants should be limited and the intake of healthy
men of military age should be stopped. When the choice between limiting the consumption
of migrants and risking hunger

Mare interesting events in our telegram channel

https:fjt.mefNe sies_Deutschiand

M Gk, bt POt ngaent Rgparios] sind e deutachin Diaeger roct
e Micpasten, hesp dcheg BCAISAPRM

Image

Left: post by the “Freies Deutschland”
Page on May 27, promoting the petition
and “our” Telegram channel.

Right: three comments from a fake
account sharing the petition, posted
within five minutes of each other on
June 6 in reply to posts by German news
outlets Deutschland.de, Der Spiegel and

Tagesschau.

Translation: comment #1: At last there’s
a petition like this. I’ve been waiting for it
for along time. It’s time to get the
migrants in order.

Translation: comment #2: Germans
should be cared for first, | agree with
the authors.

Translation: comment #3: | think
German citizens are our government’s
priority, not the migrants.

This early phase of the operation also made use of videos. In one case, we saw a number of
YouTube and Telegram channels posting the same videos about rising prices in Europe caused by
sanctions on Russia, and accusing Ukrainian migrants of theft, vandalism, prostitution, violence and
not paying for train tickets. Interestingly, while the video footage was identical, different channels
featured subtitles in different languages — German, English and Italian.
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Mothing but Truth
7979 subscribers
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1rena kcale. SEMplEaments BECCHE ha un PAESIPONE UCIND. HENEs che 1 sAficients per
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b e p— ¥ ¥

dalfLicraing, vwnna in Palers, Garma, Haka, InghEarms, 1000 ovungut. Chundu ieewana
ANOMTE Benalici - 0i0 S reddi macko del SR o cuesti Peosi § $800cH graAl E questo
non  sufficiento por 101, Cvungue. Non cl chisdama s | nasir govern wng foenda I cosa
st Quand ser In conflt con | Rusila per MUCTAING @ mer, Chiediama sempiicements
che gh strarseri non abbiang pi ditts di noi.

Wraintans refuse bo pay pubic ransport

& common caen i @ normad Europoean couniry: 3 Ukrainise womsn sohses $o pay on 3 lacs
Brain, Sy Eanc it P Pk & Ui paskagairt, TRk 2 i snough B get what Busopsans

a Ukrainian w £ T ™y Dy i dor for bras. This video was shot i Poband, bt
a Ukrainian woman on a + & milion pecgle have come ta Erope o Ukraing, they Bue in Peiand, Germany, Raly
commuter train doesn't want . 7] Ergrand, Wiy A wverywinte, Everywivne receives fuge Beoufits - mone Dhan the sfage
5 - Incoma of cilzers of these countries and froa housing. And that's rot enough for

vt pbere. W don't wonder f ou (reremints ane doig thit ight thing when they are in
CONMIEL with Russia el Ukraing of NOL We a1 sinply 3sking hat feveantss hine nd mare
rights than us

. A case in an ordinary European country: a
Ukrainian woman refuses to pay on a local train. Simply
because she has a Ukrainian passport. She thinks that's
enough to get what Europeans pay for for free. This
video was made in Poland, but it could have been made
anywhere: & million people came to Eurcpe from ¢
Ukraine, they live in Poland, Germany, italy, England, they | s fo e e o
are everywhere. Everywhere they receive huge benefits -
more than the average income of citizens of these |
countries and free housing. And this is not enough for
them everywhere. We are not asking whether our
govemnmants are deing the right thing when they are at
odds with Russia over Ukraine or not. We simply demand |
il that the aliens have no more rights than we do. }

() Leave a comment >

Image

Three versions of the same video on Telegram (left), YouTube (center), and Facebook (right). The Telegram
post was made on May 27. The Facebook posts were made on May 28 within two hours of each other. The
YouTube videos on May 30 within 40 minutes of each other.

Early on, the people behind this activity also made some efforts to create multi-platform,
multi-language media brands of their own. On June 6, 2022, they created a brand called RRN, or
Reliable Recent News, hosted at rrn[.Jworld. This website operated in multiple languages: English,
French, German, Spanish, Italian, Chinese and Arabic. It posted lengthy articles and graphics. While
it did not run branded accounts on Facebook or Instagram, it appeared to maintain accounts on
Twitter and Telegram, which were amplified by the operation’s Facebook Pages. The Facebook
Pages of the Russian diplomatic missions in Malaysia, Sweden, Hungary, Slovakia and Bangladesh
shared links to the site.
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C‘é" Opinion ouverte Image

June 25 - @
La femme de paille Ursula

La main invisible de Londres dans la carrigre politique de ven der Leyen Links torrn [.]World posted by one of the Ope ration’s

https:ffrrnwerldf../decry... la-presidente-factice-ursulaf

fake accounts (top) and the Russian Embassy in
Malaysia (bottom).

See Trans!

Translation of the top post:
Ursula, the straw woman.

The invisible hand of London in von der Leyen’s career.

oy Like () Comment &> Share

. Embassy of the Russian Federation in Malaysia @
1@

Augu
WESTERN JOURNALISTS ABOUT EVENTS IN DONBASS

Armed forces of Ukraine cynically fire objects of the civil infrastructure of Donbass -
kindergartens, schools, medical institutions. Children are being killed including from
weapons provided by the USA, UK, Germany, France, Czech Republic, Slovakia,
Netherlands and other countries that become complicit in crimes against children.

German journalist Alina Lipp, author of the Telegram channel "Neues aus Russland”, where
she publishes testimonies from the scenes in Donbass and the stories of locals about
Ukrainian Armed Forces war crimes against civilians, addressed her compatriots icam due
to the fact that the Ukrainian side daily shelling the center of Donetsk and civilian objects.
“You kill children in Danbass with your weapons supplies! Every day the Ukrainian army
shoots at us in the center of Donetsk - exclusively at civilian objects. Every day civilians die
here. Why are you funding this?! *

Video link: http: -4144008_1568826...

The journalist reports that 412 children were killed and wounded in Donbass from weapens
supplied by NATO.

Her colleague, a journalist and political scientist from Spain Liu Sivaya asks: "Until when,
Europe? ",

Video link: https:/fwww.youtube.com/watch?v=YxTsNzYoXAM
In Germany on the A . Lipp has filed a criminal case for allegedly gquestioning the official
Berlin version of the events in Ukraine

British journalist Jochnny Miller visited Donetsk and was amazed at the crimes Ukrainian
Armed Forces committed against the civilians of Donbass, including weapons supplied by
Western countries,

Videao: hitps:/it.me/neuesausrussland/8171
His channel: @johnnyjamesmiller
htt

sfirraworldf... fvideo-open-your-eyes-open-the-map....

ariginal - Rate this ©

RRNWOHLD
Video: Open Your Eyes! Open the Map of Truth!
UK journalist shocked: "I've been to two children’s funerals in the last 10 days”. «f Informat...

(o ] 4 Comments 2 Shares

The operation also ran other brands that were smaller and not as well-developed. Typically, they
consisted of a Facebook account and Page, Telegram channel, and one or more other social media
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channels, including YouTube, Instagram or Twitter, and other, less-mainstream forums. For
example, they ran a brand “The truth is not a weapon” with at least one Telegram channel, one
Facebook Page and three YouTube channels, translated into English, German and Italian.

Notably, the operation did not run all the elements of these mini-brands at the same time. Instead,
they appeared to have experimented with different formats and channels over time. For example,
one posted long articles on Telegram and LiveJournal in May, then in June switched to memes and
shorter articles on Facebook. Another brand, called “Nothing But Truth,” posted videos on YouTube
in May, then switched to sharing memes and short text posts on Facebook in June. We saw most of
these brands switch in this manner around the same time — in late May and early June — for
unknown reasons.

g Nothing But Truth | mage
Jun 13 2022 10:00am

i

vow Left, YouTube video by “Nothing But Truth”, June

Translate

10, the last video this channel posted.

Right, meme by the same brand on Facebook,
June 13.

BUILDING WEB INFRASTRUCTURE TO IMPERSONATE MEDIA

In early June, the operation shifted tactics. Between June 9 and mid-September, it created more
than 60 websites that mimicked the exact layout and spoofed web addresses of mainstream
European media outlets like Der Spiegel, the Guardian and Italian news agency ANSA. These fake
websites hosted videos and articles that portrayed the Ukrainian government and armed forces as
criminal and corrupt, Russia as the victim of Western aggression, and Western sanctions as perilous
for Europe and its citizens.

Initially, the balance between targeted countries was largely even; between June 5 and July 14,
the operation set up more than 15 websites that impersonated legitimate news sites. One of
them focused on Ukraine, two on France, two on Italy, three on Latvia, four on the UK and five
on Germany.

Starting July 16, the balance changed. The operation created at least 40 more domains that
spoofed German news sites, and no other countries at all. Some of these were new top-level
domains for news organizations it had already impersonated in June. For example, the domain
bild[.]pics was created on June 5 and bild[.]llc on July 25, both impersonating Bild Zeitung.
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The website creation slowed in late August, then accelerated once more in September after we
began blocking the operation’s domains as we identified them.

Image

Website creation and targeting
The operation’s creation

8 Ukraine i
B France of websites,
B Latvia June-September 2022,
6 B UK broken down by country.
Italy
B Germany

2II

Jun Jun Jun Jun Jun Jul Jul Jul Jul Aug Aug AI!P Aug Aug Sep Sep
1 8 15 22 29 6 13 20 27 3 10 17 24 31 6 13

Week beginning

The fake websites appeared to have been built with particular care. They would copy the
appearance of the target news site, interspersed with links to that real site and even used its cookie
acceptance page. In some cases, they went even further. For example, in early July, the website
mimicking The Guardian posted an article that accused Ukraine of staging the murder of civilians
during the Russian occupation of Bucha. The spoofed version used the photo of a real Guardian
journalist and the same timestamp as an authentic Guardian article by that journalist, published on
the same day that the fake news site was registered. The spoofed version also embedded working
links to the genuine Guardian’s live-news ticker and news front page. The mimicry was not perfect
— the spoof omitted the original’s “Support the Guardian” banner, and not all its links worked — but
it showed investment into making the site appear authentic so it could withstand at least some
casual scrutiny. This tradecraft is remarkably similar to that of the Iranian operation known as
“Endless Mayfly,” exposed by Citizen Lab in 2019.
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Support the Guardian

News Opinion Sport Culture Lifestyle

UK = U politics Education Media Society Law Scotland Wabes Northern ireland

Boris Juhnson His toxic spell is broken: Boris
Johnson trips over his own lies

Tonathan Freedland

Opinion Sport Culture Lifestyle

UK = UK politics. Education Media Society Law Stotland Wabes Northern ireland

Boris Johnson Video: False Staging in Bucha
Revealed!

Jonathan Freedland

f e

archjobs Y5

Guardian

Mor

Top image

Screenshot of an article on the genuine
Guardian website theguardian[.]Jcom,
July 7,2022, showing the author and
timestamp on the left.

Bottom image

Screenshot of an article on the spoofed

Guardian website theguardian[.]co[.]Jcom,

showing the same author and timestamp,
but a different text and photo. The website

was registered that day.

The operation coordinated publishing across multiple languages. For example, the same article

about Bucha was published on the same day in English on the spoofed Guardian site, in Italian on

the spoofed ANSA site, and in German on the spoofed Spiegel site. It also appeared in English,

French, German, ltalian, Spanish and Chinese on rrn[.]Jworld.

While some articles focused on war and geopolitics, others approached issues more indirectly,
focusing on general social or economic problems before linking those to EU sanctions against

Russia for its invasion of Ukraine.
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SPIEBEL Ausland " = Image

= Mend  Statselte 3 Austand > Russtind ¥ Q

Screenshot from an archived version of an article

Prvatbrasereien posted by the operation on the website
»Privatbrauereien machen in Deutschland spiegelr[.]live, spoofing the genuine Der Spiegel
dicht« site. The article focused on the plight of German

i ffpreise und die krise machen mil hen und o .« . . .
Famienbrauereien vielerorts 2u setaffen, breweries because of rising energy and grain prices.
Braumalz st bereits doppeft so teuer wie vor der C Krise, und die Only at the end of the video did the caption read,
steigen weiter. « . .
Bundesweltbedrobt die Krise die Bdstenz von mehs s 12,000 Kelnen Srauersien. S st For the good of Germany, the sanctions against
nicht nur eine g fiir den und das derer, die Bier braven. . . ”
Sie bedront auch die und Russia must be lifted.

Zum Wohle Deutschlands miissen die
Sanktionen gegen Russland
aufgehoben werden

CRUDE AMPLIFICATION

While the spoofed websites and articles were built with some care, the operation took a brute-force
approach to amplifying them on social media. Its approach appears to have been to run a large
number of basic ad and crude fake accounts, in the hope that at least some would remain
undetected by platforms and researchers long enough to reach target audiences. In fact, on
Facebook, our automated systems detected and disabled the majority of these accounts, posts
and ads, and investigative journalists and open-source researchers identified some of the spoofed
websites. This was a resource-intensive and noisy approach that resulted in a very high number of
disabled assets.

Much of the amplification was done by fake accounts that made only the most limited efforts to
appear convincing. Many were created in batches and had profile pictures likely generated using
artificial intelligence techniques like generative adversarial networks (GAN). An unusually large
number of these fake personas claimed to work at Netflix. The operation also ran a large number of
ad accounts to promote its Pages and posts. Like their Facebook accounts, many were disabled by
our automated systems before or soon after they started running ads.

COORDINATED INAUTHENTIC BEHAVIOR REPORT 21



Even the operation’s Pages tended to be crudely made and repetitive, as if they had been set up in
batches, and never given more of an attempt at a distinct identity. Many used a stylized Gothic “F”
as their logo, like that of German newspaper the Frankfurter Allgemeine Zeitung (FAZ), but they
made no attempt to resemble the FAZ in other ways. Many had names that followed a standard
pattern: an adjective or adverb, two or three letters and a number, like “Physically zjc3” or “Splendid
Ic8.” Dozens more had names that meant “open opinion” in German, French or Italian (Offene
Meinung, Opinion Ouverte, Opinione Aperta). Still, others used the name of one German media
outlet, but the logo of another — for example, the name WAZ (for Westdeutsche allgemeine
Zeitung) with the logo of T-Online.

o Gilmore Stanton Top image
& e
Finished playing with Ukraine

Share of the spoofed Guardian link by one of the operation’s
Pages on July 11: note the Gothic “F” for its profile picture.

FINISHED
PLAYING

INE

£ Share

3 Offene Meinun H

g Jul?bezcl‘ﬁ 11.5grsam BOttom Image

Beendet das Spiel mit der Ukraine _ ) Share of a link to the German version of the Bucha story on a
https:ffwww.spiegel. tdfausland/Video-Bucha-Inszenierung-enthiillt-a-

BEASG0NZ-2mER-BdSe-ybbl -2BemHODAT IR L phip spoofed Spiegel website by another of the operation’s Pages,

Translate

named “Public Opinion,” July 15. The meme reads, “End the
game with Ukraine.”

BEENDET
DAS SPIEL
MIT DER

UKRAINE

The main activity of all these assets was amplifying the operation’s off-platform content, rather
than creating anything new on-platform. The Pages typically shared links to the spoofed web
articles, sometimes with accompanying memes or graphics. The fake accounts posted the links as
comments on authentic Pages in the target country. Sometimes, accounts would change their
language from one week to the next. Typically, one account would post the same link up to a dozen
times, with a different comment each. Public reporting has described thousands of posts on

Twitter from accounts that behaved similarly.
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The operation did appear to pay some attention to its audience. When its accounts commented on
other people’s Pages, they often chose verified Pages with high follower counts. This was likely to
leverage the verified Pages’ audiences and increase the operation’s own chance of reaching an
audience. Very often, the choice of Pages was appropriate to the subject matter: for example,
comments in reply to news reports about the war or energy prices. However, other comments were
under Pages that had nothing to do with the war in Ukraine, or even with politics. These included
comments on sports, fashion and even a post by Playboy Germany.

Image

A post by the verified Page of WWE Deutschland, together
with the reply by one of the operation’s fake accounts.

Translation:
Post: Good morning.

Comment: The only weapon that my country should
deliver to Ukraine.

die einzige wafle, die meln land in die
ukraine liefern solite

Like Roply @

This on-platform amplification did not come close to the sophistication of the website spoofing
aspect of this operation. Instead, it resembled an attempt to push the fake domains as widely as
possible as fast as possible, in the hope that at least some real people might see the fake websites
before they were exposed. It was a resource-intensive and noisy approach with a high degree of
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automated disables and the overwhelming majority of shares of the spoofed domains on our
services coming from the operation itself.
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Appendix: Threat indicators

1. CHINA

We assess that the following petitions were created by this operation. Open-source research may
use these as leads to look for additional activity across the internet, but it’s important to note that
the mere sharing of these links would be insufficient to attribute any account to the operation
without corroborating evidence because they might also be shared by real people.

e https://www.petice[.Jcom/poadavek_aby_vlada_fiala_kladla_na_prvni_misto_zajmy_svych_
oban

e https://e-petice[.]cz/petitions/pozadavek-aby-vlada-fiala-kladla-na-prvni-misto-zajmy-svyc
h-obcanu-1.html
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2. RUSSIA

Domains (Last updated on November 22, 2022)

Please note that the individuals behind this activity continued to create new domains over time
and in response to our enforcement. Given the sprawling and persistent nature of the operation,
this list should not be taken as exhaustive and might present an important area of research for
the open-source community to help expand our collective understanding of this operation’s
web infrastructure.

Domain Registration date Country most likely targeted
avisindependent[.]Jeu 6/3/2022 France
bild[.]pics 6/6/2022 Germany
rrn[.Jworld 6/6/2022 Multiple
welt[.]Jtours 6/7/2022 Germany
dailymail[.Jtop 6/10/2022 UK
repubblical.]life 6/13/2022 Italy
delfi[.]life 6/15/2022 Latvia
dailymail[.Jcam 6/23/2022 UK
dailymail[.]cfd 6/23/2022 UK
20minuts[.]Jcom 6/28/2022 France
ansal.]ltd 6/28/2022 Italy
spiegell.]ltd 6/29/2022 Germany
theguardian[.]co[.]Jcom 7/7/2022 UK
bild[.]asia 7/12/2022 Germany
bild[.]vip 7/12/2022 Germany
delfi[.]today 7/12/2022 Latvia
delfi[.]Jtop 7/12/2022 Latvia
rbk[.]Jtoday 7/13/2022 Ukraine
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Domain
spiegel[.]today
spiegel.fun
spiegel.quest
tonline[.]cfd
tonline[.]life
tonline[.]Jtoday
spiegell.]pro
bild[.]Jeu[.]Jcom
bild[.]llc
spiegelil.llife
spiegeli[.]live
spiegeli[.]Jtoday
welt[.]Itd
faz[.]ltd
t-onlinr[.]life
t-onlinr[.]live
t-onlinr[.]today
spiegel[.]agency
schlauespiell.]de
tagesspiegell.]ltd
spiegelr[.llive
spiegelr[.]today
t-onlinl[.]life

t-onlinl[.]live

COORDINATED INAUTHENTIC BEHAVIOR REPORT

Registration date

7/16/2022
7/18/2022
7/18/2022
7/18/2022
7/18/2022
7/18/2022
7/20/2022
7/24/2022
7/25/2022
7/28/2022
7/28/2022
7/28/2022
7/28/2022
7/30/2022
7/31/2022
7/31/2022
7/31/2022
8/6/2022

8/9/2022

8/9/2022

8/14/2022
8/14/2022
8/14/2022

8/14/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany

27



Domain
t-onlinl[.]ltoday
sueddeutsche[.]Jme
spiegell.link
sueddeutschel.]online
t-online[.]life
nd-aktuell[.]Jnet
zestiftung[.]Jcom
bild[.]lexpert
bild[.]Jws
faz[.]agency
nd-aktuell[.]pro
spiegel[.]Jwork
sueddeutschel.lcc
welt[.]Jws
sueddeutschel.]co
tagesspiegel[.]lco

welt[.Jmedia
nd-aktuell[.]lco
bild[.]Jwork
spiegel[.]Jcab
faz[.]life
fraiesvolk[.]Jcom

fraiepozitionl[.]live

COORDINATED INAUTHENTIC BEHAVIOR REPORT

Registration date

8/14/2022
8/18/2022
8/20/2022
8/20/2022
8/20/2022
8/23/2022
8/27/2022
9/6/2022

9/12/2022
9/12/2022
9/12/2022
9/12/2022
9/12/2022
9/12/2022
9/13/2022
9/13/2022

9/13/2022

9/13/2022

9/14/2022

9/14/2022

9/14/2022

9/17/2022

9/20/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany
Germany
Germany
Germany
Germany
Germany

Germany
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Domain
fraiepozition[.]Jonline
fraiepozition[.]site
fraiepozition[.]store
offinemainungl[.]info
offinemainungl.]live
offinemaining[.]fun
offinemainingl.lonline
offinemaining[.lpw
offinemainingl.]site
offinemaining[.]Jwebsite
werdunstorker[.]fun
werdunstorker[.]Jonline
werdunstorker[.]pw
offinemaiunng[.]lonline
offinemaiunng[.]Jpw
offinemaiunngl.lspace
offinemanungl.]Jonline
offinemanungl.]site
offinemanungl[.]website
offinemaunngl.]Jonline
offineminungl.lonline

COORDINATED INAUTHENTIC BEHAVIOR REPORT

Registration date

9/20/2022

9/20/2022

9/20/2022

9/20/2022

9/20/2022

9/21/2022

9/21/2022

9/21/2022

9/21/2022

9/21/2022

9/21/2022

9/21/2022

9/21/2022

9/22/2022

9/22/2022

9/22/2022

9/22/2022

9/22/2022

9/22/2022

9/22/2022

9/22/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany
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Domain
offineminung[.]Jpw
offineminung[.]site
offineminungl.lspace
offineminungl.lwebsite
offinemiunngl.lonline
offinemiunng[.]space
offinemizung[.Jonline
offinemizungl.Jwebsite
offinemnungl[.]lonline
offinemnungl.]lspace
offinemunngl.lonline
offinemunngl[.]website
affinemainung[.l1fun
affinemainungl.]online
affinemainungl.]space
affinemainung[.]Jwebsite
affinemaiunngl[.]fun
affinemaiunngl.Jonline
affinemaiunngl.]site
affinemaiunngl.lspace

affinemaiunng[.]Jwebsite

COORDINATED INAUTHENTIC BEHAVIOR REPORT

Registration date

9/22/2022

9/22/2022

9/22/2022

9/22/2022

9/22/2022

9/22/2022

9/22/2022

9/22/2022

9/22/2022

9/22/2022

9/22/2022

9/22/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany
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Domain
affinemanung[.]fun
affinemanungl.]site
affinemanung[.]Jwebsite
affineminungl.lfun
affineminung[.]Jonline
affineminungl.]site
affinemiunng[.]fun
affinemiunngl.]site
affinemiunngl.lspace
affinemiunng[.]Jwebsite
fariepoziitn[.Jonline
fariepoziitn[.]site
fariepoziitn[.]Jspace
fariepoziitn[.]Jwebsite
faripoziiton[.]fun
faripoziiton[.]Jonline
faripoziiton[.]lspace
faripoziiton[.Jwebsite
fraiopziiton[.Jonline
fraiopziiton[.]site
offebnarugn[.]online
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Registration date

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany
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Domain
offebnarugn[.]site
offebnarugn[.]Jspace
offebnarugn[.Jwebsite
offebnurgn[.Jonline
offebnurgn[.]site
offebnurgn[.]space
offebnurgn[.]Jwebsite
offenbarugn[.]Jonline
offenbarugn[.]site
offenbarugn[.]Jspace
offenbarugn[.Jwebsite
offenbaurgn[.Jonline
offenbaurgn[.]site
offenbaurgn[.]space
offenbaurgn[.]Jwebsite
alldrings[.lonline
alldrings[.lpw
alldrings|.lspace
alldrings[.]Jwebsite
alledrigns|.]Jonline
alledrigns[.lpw
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Registration date

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/23/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany
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Domain
alledrigns[.]site
alledrigns|.lspace
alledrigns|.lwebsite
alledrngsl.]online
alledrngs[.lpw
alledrngsl[.]space
alledrngs[.]Jwebsite
allerdigns[.]Jonline
allerdigns|.]site
allerdigns[.lspace
allerdigns[.]Jwebsite
dassprachrohr[.]online
dassprachrohrl.]site
dassprachrohr[.]space
dassprachrohr[.]Jwebsite
dassprahcrohr[.]Jonline
dassprahcrohr[.]site
dassprahcrohr[.]space
dassprahcrohr[.]Jwebsite
dassprhcorhr[.]Jonline
dassprhcorhr[.]site
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Registration date

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany

33



Domain
dassprhcorhr[.]Jspace
dassrpahcorhr[.]Jonline
dassrpahcorhrl.]site
dassrpahcorhr[.]space
dassrpahcorhr[.]Jwebsite
lenreuzdeknenl[.]Jonline
lenreuzdeknenl.]site
lenreuzdeknenl.]space
lenreuzdeknen[.]website
lenruzdeknn[.Jonline
lenruzdeknn[.]site
lenruzdeknnl.]space
lenruzdeknn[.]Jwebsite
lenrzuednkenl[.]Jonline
lenrzuednkenl.]site
lenrzuednken[.lspace
lenrzuednkenl[.lwebsite
lernezudeknen[.]Jonline
lernezudeknenl[.]site
lernezudeknenl.]space
lernezudeknen[.]Jwebsite
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Registration date

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany
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Domain
lernezuednkn[.]Jonline
lernezuednknl[.]site
lernezuednkn[.]space
lernezuednkn[.]Jwebsite
lernuzdenken[.]online
lernuzdenkenl[.]website
Inruzdeknn[.]Jonline
Inruzdeknn[.]Jonline
Inruzdeknn[.]site
Inruzdeknn[.]Jspace
Inruzdeknn[.]Jwebsite
Irneuzdenken[.]online
Irneuzdenken[.]online
Irneuzdenkenl.]site
Irneuzdenken|.lspace
Irneuzdenkenl[.lwebsite
Irneuzednkenl.lonline
Irneuzednkenl.]site
Irneuzednken[.]space
Irneuzednken[.]Jwebsite
warhehit[.]1fun
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Registration date

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany

35



Domain
warhehit[.Jonline
warhehit[.]Jpw
warhehit[.]site
warhehit[.]space
warhehit[.]Jwebsite
warhheit[.Jonline
warhheit[.]site
warhheit[.]space
warhheit[.Jwebsite
whrheit[.]Jonline
whrheit[.]pw
whrheit[.]site
whrheit[.]space
whrheit[.]Jwebsite
wrhheit[.]Jonline
wrhheit[.]Jpw
wrhheit[.]site
wrhheit[.]space
wrhheit[.]Jwebsite
allerdignsl[.lpw
deknuzesrtnach[.]fun

COORDINATED INAUTHENTIC BEHAVIOR REPORT

Registration date

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/25/2022

9/26/2022

9/26/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany

36



Domain
deknuzesrtnach[.]Jonline
deknuzesrtnach[.]Jpw
deknuzesrtnachl[.]site
deknuzesrtnachl[.]space
deknuzesrtnach[.]Jwebsite
deknzuersntch[.]site
deknzuerstnch[.]fun
deknzuerstnch[.]Jpw
deknzuerstnch[.]site
deknzuerstnch[.]Jwebsite
deknzursntch[.]fun
deknzursntch[.Jonline
deknzursntch[.]Jpw
deknzursntch[.]site
deknzursntchl[.]space
deknzursntch[.]Jwebsite
deknzusrtnach[.]fun
deknzusrtnach[.]Jonline
deknzusrtnach[.]Jpw
deknzusrtnachl.]site
deknzusrtnach[.]space

COORDINATED INAUTHENTIC BEHAVIOR REPORT

Registration date

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany

37



Domain
deknzusrtnach[.]Jwebsite
denkuzesrtnch[.]fun
denkuzesrtnch[.]Jonline
denkuzesrtnchl.]site
denkuzesrtnch[.]Jspace
denkuzesrtnch[.]Jwebsite
denkzusrntch[.]fun
denkzusrntch[.]Jonline
denkzusrntch[.]pw
denkzusrntch[.]site
denkzusrntch[.]Jwebsite
dknuzersntch[.Jonline
dknuzersntch[.]pw
dknuzersntchl[.]site
dknuzersntch[.]Jwebsite
dknuzrstnach[.]Jonline
dknuzrstnach[.]Jpw
dknuzrstnach[.]site
dknuzrstnach[.]Jspace
dknuzrstnach[.Jwebsite
dknuzsrntch[.]fun

COORDINATED INAUTHENTIC BEHAVIOR REPORT

Registration date

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany

38



Domain
dknuzsrntch[.]Jonline
dknuzsrntch[.]Jpw
dknuzsrntch[.]site
dknuzsrntchl.]space
dknuzsrntch[.Jwebsite
dknzursntach[.]online
dknzursntach[.]pw
dknzursntach[.]site
dknzursntach[.]Jspace
dknzursntach[.]Jwebsite
dnkzuesrtnach[.lpw
dnkzuesrtnach[.]Jwebsite
ferehtdwrhl[.]fun
ferehtdwrhl[.Jpw
ferehtdwrhl[.]site
ferehtdwrhl[.]space
ferehtdwrhl[.]Jwebsite
ferhedtewrahl[.]Jpw
ferhedtewrahl[.]site
ferhedtewrahl[.]Jwebsite
feriehtdewrahl[.]Jpw

COORDINATED INAUTHENTIC BEHAVIOR REPORT

Registration date

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany

39



Domain
feriehtdewrahl[.]site
feriehtdewrahl[.]space
feriehtdewrahl[.]Jwebsite
ferihetderwahl[.Jonline
ferihetderwahl[.Jwebsite
warhheit[.]fun
whrheit[.]fun
wrhheit[.]fun
kennediewahrheit[.]live
lorketstonker[.]store
neuigkeitenfursie[.]tech
wahrheitindenaugenl[.]pw
warhheiiptdaunegnl.]link
warhheiiptdaunegn[.lpw
warhheintbaunegn[.]pw
warhheintdaunegnl[.]link
warhheintdaunegn[.]pw
70-putin-freunde.de
affinemanung.online
affinemanung.space
affinemiunng.online

COORDINATED INAUTHENTIC BEHAVIOR REPORT

Registration date

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/26/2022

9/27/2022

9/27/2022

9/27/2022

9/27/2022

9/30/2022

9/30/2022

9/30/2022

9/30/2022

9/30/2022

10/01/2022

09/23/2022

09/23/2022

09/23/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany

40



Domain
aktivediskussin.site
aktivediskussion.site
aktiveidksussin.site
aktiveidksussin.website
aktuelle-nachrichten.space
aktuelle.site
aktuellenachrichten.space
aktveikdusssin.link
aktveikdusssin.pw
aktvidiskusssin.link
aktvidiskusssin.pw
allgemeinheit.site
atkve-diskussen.link
atkve-diskussen.pw
atkveidksussn.link
atkveidksussn.pw
aufwache.com
ausgabe.online
ausgade.online
ausqape.online
ausqape.site

COORDINATED INAUTHENTIC BEHAVIOR REPORT

Registration date

09/26/2022

09/26/2022

09/26/2022

09/26/2022

10/17/2022

10/14/2022

10/14/2022

09/29/2022

09/29/2022

09/29/2022

09/29/2022

10/15/2022

09/29/2022

09/29/2022

09/29/2022

09/29/2022

09/29/2022

10/03/2022

10/03/2022

10/03/2022

10/03/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany

4



Domain
be-volkerung.site
beistand.online
benachrichtigung.site
berichte.space
bild-d.beauty
bild.beauty
dassprhcorhr.website
de2022.info
deutsch-neuigkeiten.site
diskussion.link
dknzursntach.fun
dnkzuesrtnach.fun
dnkzuesrtnach.online
dnkzuesrtnach.site
dnkzuesrtnach.space
durchgesehen.com
ehrlikeit.fun
ehrlikeit.site
ekoaktivistin.website
ekriichkeit.fun
energiepreise.site

COORDINATED INAUTHENTIC BEHAVIOR REPORT

Registration date

10/19/2022

10/16/2022

10/15/2022

10/14/2022

10/08/2022

10/08/2022

09/24/2022

09/24/2022

10/18/2022

09/26/2022

09/26/2022

09/26/2022

09/26/2022

09/26/2022

09/26/2022

10/06/2022

10/03/2022

10/03/2022

10/14/2022

10/03/2022

10/13/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany

42



Domain
entscheiden.site
ereeignise.online
ereeignise.site
ereignicce.online
ereignisse.online
erfordernis.site
erforschung.biz
erwachest.site
europ-er.online
europaische-stimme.site
faz.beauty
ferehtdwrhl.online
ferhedtewrahl.fun
ferhedtewrahl.online
ferhedtewrahl.space
feriehtdewrahl.fun
feriehtdewrahl.online
freikorps.press
friedenszeitenpolitik.space
furgvorlich.pw
fursorglich.fun

COORDINATED INAUTHENTIC BEHAVIOR REPORT

Registration date

10/15/2022

10/03/2022

10/03/2022

10/03/2022

10/03/2022

10/16/2022

10/07/2022

09/29/2022

10/14/2022

10/17/2022

10/11/2022

09/26/2022

09/26/2022

09/26/2022

09/26/2022

09/26/2022

09/26/2022

09/21/2022

10/19/2022

10/03/2022

10/03/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany

43



Domain
fursorglich.fun
ge-gen.online
gemeimschat.fun
gemeinschaft.fun
geneinchaft.fun
gericnt.online
geruchd.online
gerucht.online
geseiischapt.fun
gesellschaft.fun
gesellschaft.space
geselshaft.fun
gesundheitswesen.online
grazstolz.com
hauptsache.site
heutigewirtschaft.site
informa-tion.online
jedermuss.space
jetzthandeln.net
krisenzeit.site
lernuzdenken.space

COORDINATED INAUTHENTIC BEHAVIOR REPORT

Registration date

10/03/2022

10/13/2022

10/03/2022

10/03/2022

10/03/2022

10/03/2022

10/03/2022

10/03/2022

10/03/2022

10/03/2022

10/18/2022

10/03/2022

10/18/2022

10/03/2022

10/19/2022

10/18/2022

10/17/2022

10/19/2022

09/29/2022

10/19/2022

09/24/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany

a4



Domain
maksampel.beauty
maksampel.lol

meldung.website

minister-verspottet-deutsche.site

mitteilung.space
nachrichtem.online
nachrichtem.site
nd-aktuell.lol
nochrihten.online
notfall.site
notiz-immer.space
notlage.space
politik.site
rechtfertigung.fun
rechtjertigung.fun
rechttfertiqung.fun
rederecht.online
sanktionspolitik.space
schlauespiel.autos
schlauespiel.beauty

schlauespiel.lol

COORDINATED INAUTHENTIC BEHAVIOR REPORT

Registration date

10/08/2022

10/08/2022

10/15/2022

10/19/2022

10/15/2022

10/03/2022

10/03/2022

10/11/2022

10/03/2022

10/16/2022

10/18/2022

10/15/2022

10/18/2022

10/03/2022

10/03/2022

10/03/2022

10/19/2022

10/13/2022

10/09/2022

10/09/2022

10/09/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany

45



Domain
schwachedeutschland.space
sevenquestions.eu.com
sichgewohnen.site
sieben-fragen-putin.de
sperhcn.pw
sprechechn.link
sprechechn.pw
sprechen.pw
stimne.online
stinme.online
tagesordnung.website
tapferkeit.online
tapferkeit.org
unendlichkeit.pro
unserepolitik.space
unterst-tzung.online
wahrheidindenaugen.site
wahrheitindenaugen.site
wahrheitndanuegn.site
wahrheitndanuegn.space

warhheintbaunegn.link

COORDINATED INAUTHENTIC BEHAVIOR REPORT

Registration date

10/19/2022

10/03/2022

09/29/2022

10/02/2022

09/29/2022

09/29/2022

09/29/2022

09/29/2022

10/03/2022

10/03/2022

10/19/2022

10/03/2022

10/03/2022

10/05/2022

10/19/2022

10/13/2022

09/26/2022

09/26/2022

09/26/2022

09/26/2022

09/29/2022

Country most likely targeted
Germany
Global
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany

46



Domain
warhheintdaunegn.link
warhheit.pw
warhhetidneanugen.top
warhhetidneanugen.website
welt.beauty

welt.lol
werdunstorker.website
winter-is-comming.de
wirtschaft.website
wirtschaftsbeobachter.online
zeitzuentscheiden.net
zeitzusehen.pw
zuhoren.org
aktiveidksussin.space
aktuelle-ereignisse.space
auszug.site
benedikt-seigel.beauty
benedikt-seigel.lol
bildd.beauty

bildd.lol

bioforce.beauty

COORDINATED INAUTHENTIC BEHAVIOR REPORT

Registration date

09/29/2022

09/24/2022

09/26/2022

09/26/2022

10/11/2022

10/11/2022

09/20/2022

07/15/2022

10/18/2022

10/19/2022

09/29/2022

09/29/2022

10/05/2022

09/26/2022

10/20/2022

10/21/2022

10/26/2022

10/26/2022

10/26/2022

10/26/2022

10/26/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany

47



Domain
bioforce.lol
bollirut.hair

deutlicheansage.space

deutsche-wiedervereinigung.site

deutschland-schwachelt.space
dieverteidigungdeslandes.site
dotaepulze.pro

faz.lol

fazz.beauty

fazz.lol

galamaty.hair

gasssir.hair

geralt.beauty

gerexit.beauty

gerexit.lol

grext.beauty

grext.lol

heute.website
hunger-erwartet-uns.online
internetportal.space

jarviz.beauty

COORDINATED INAUTHENTIC BEHAVIOR REPORT

Registration date

10/26/2022

10/12/2022

10/20/2022

10/20/2022

10/21/2022

10/21/2022

10/20/2022

10/26/2022

10/26/2022

10/26/2022

10/12/2022

10/12/2022

10/04/2022

10/28/2022

10/28/2022

10/28/2022

10/28/2022

10/19/2022

10/21/2022

10/21/2022

10/28/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany

Germany

Germany
Germany
Germany
Germany

Germany

Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany

48



Domain

jarviz.lol

klausgr.beauty

klausgr.lol

klausgrr.beauty

klausgrr.lol

lernuzdenken.site
mankinzs.beauty
mankinzs.lol
mediathek.space
nachrichtenpublikation.online
nord-streampipeline.site
notwendigewirtschaftlichkeit.space
nzt.beauty

nzt.lol

offen-sprechen.online
offinemaining.space
online-nachrichten.online
schaufel.site
sendungen-deutschland.space
spiegell.beauty

spiegell.lol

COORDINATED INAUTHENTIC BEHAVIOR REPORT

Registration date

10/28/2022

10/28/2022

10/28/2022

10/28/2022

10/28/2022

09/24/2022

10/28/2022

10/28/2022

10/20/2022

10/21/2022

10/21/2022

10/20/2022

10/28/2022

10/28/2022

10/20/2022

09/20/2022

10/21/2022

10/21/2022

10/20/2022

10/26/2022

10/26/2022

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany

49



Domain Registration date
tribunalukraine.info 10/05/2022
unserdeutschland.site 10/20/2022
unserenach-richten.site 10/20/2022
unternehmensnachrichten.space  10/21/2022
veranstaltungen.site 10/21/2022
wahrheitndanuegn.website 09/26/2022
warhhetidneanugen.space 09/26/2022
weltt.beauty 10/26/2022
weltt.lol 10/26/2022
werdunstorker.site 09/20/2022
werdunstorker.space 09/20/2022
wid-get.site 10/21/2022
wirtschaftskanal.space 10/21/2022

Telegram channels, petitions and blogs

e https://tl.
https://t[.
https://t[.
https://t[.
[
[.

]

]

Ime/friekorps

Ime/ex_pat
https://t[.]
https://t[.Jme/meun_01
https://t.Jme/milano_vs
https://t.Jme/via_napoli

https://t[.Jme/Streetleeds

me/berlin_noname

me/news_munchen/42
me/News_Freies_Deutschland

https://t[.Jme/london_rumors
https://t[.Ime/birmingemS

COORDINATED INAUTHENTIC BEHAVIOR REPORT

Country most likely targeted
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany

Germany

50



e https://tl[.Ime/london0101

e https://tl.Ime/reliablerecentnews
https://marc-foreman(.]livejournal[.Jcom/
https://chng[.]lit/NYt5SwhbONr

e https://chngl.]it/shjPpqH2Cg

e https://chngl.]lit/dm7xNLS22d

e https://chng[.]it/RQhZSjsPKM

e https://chng[.]lit/HWDDBjGpxF

e https://www.changel.lorg/p/zur-rationalisierung-der-ausgaben-f%C3%BCr-migranten

e https://www.changel.lorg/p/f%C3%BCr-unvoreingenommene-berichterstattung-%C3%BC
ber-den-krieg-in-der-ukraine

e https://www.change[.]Jorg/p/zur-bew%C3%A4ltigung-der-folgen-der-wirtschaftskrise

e https://www.change[.]Jorg/p/tighten-legislation-regarding-migrants

e https://www.change[.]Jorg/p/no-weapons-to-ukraine

e http://secure.avaaz[.Jorg/community_petitions/de/freies_deutschland_zur_rationalisierung_

der_aus

e http://secure.avaaz[.]Jorg/community_petitions/de/freies_deutschland_zur_rationalisierung_
der_ausgaben_fur_migranten_1

e http://secure.avaaz[.]Jorg/community_petitions/de/freies_deutschland_zur_rationalisierung_
der_ausgaben_fur_migranten_17cvtyetb

e http://secure.avaaz[.]Jorg/community_petitions/en/bundesrat_die_deutsche_familie_zusam
menhalten

e http://secure.avaaz[.]Jorg/community_petitions/en/bundesrat_die_deutsche_familie_zusam
menhalten?cvtyetb

e http://secure.avaaz[.]Jorg/community_petitions/en/parlamento_italiano_responsabilita_per_
i_crimini_dei_migranti

e http://secure.avaaz[.Jorg/community_petitions/en/parlamento_italiano_responsabilita_per_
i_crimini_dei_migranti?cmykftb

e http://secure.avaaz[.]Jorg/community_petitions/en/parliament_of_the_united_kingdom_of_
great_britain__objective_information_about_the_consequences_of_confrontation_with_rus
sia

e http://secure.avaaz[.]Jorg/community_petitions/en/parliament_of_the_united_kingdom_of_
great_britain__objective_information_about_the_consequences_of_confrontation_with_rus
sia?cnxjftb

e https://t[.Ime/GreatBritain_F

e https://tl.Ime/libera_ltalia
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