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We’re constantly working to find and stop coordinated campaigns that seek to manipulate public

debate across our apps.
PURPOSE OF THIS REPORT

Over the past three and a half years, we’ve shared our findings about coordinated inauthentic

behavior we detect and remove from our platforms. As part of our regular CIB reports, we’re
sharing information about all networks we take down over the course of a month to make it

easier for people to see progress we’re making in one place.
WHAT IS CIB?

We view CIB as coordinated efforts to manipulate public debate for a strategic goal where fake
accounts are central to the operation. There are two tiers of these activities that we work to stop:
1) coordinated inauthentic behavior in the context of domestic, non-government campaigns and

2) coordinated inauthentic behavior on behalf of a foreign or government actor.
COORDINATED INAUTHENTIC BEHAVIOR (CIB)

When we find domestic, non-government campaigns that include groups of accounts and Pages
seeking to mislead people about who they are and what they are doing while relying on fake
accounts, we remove both inauthentic and authentic accounts, Pages and Groups directly

involved in this activity.
FOREIGN OR GOVERNMENT INTERFERENCE (FGI)

If we find any instances of CIB conducted on behalf of a government entity or by a foreign actor,
we apply the broadest enforcement measures including the removal of every on-platform

property connected to the operation itself and the people and organizations behind it.
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CONTINUOUS ENFORCEMENT

We monitor for efforts to re-establish a presence on Facebook by networks we previously
removed. Using both automated and manual detection, we continuously remove accounts and

Pages connected to networks we took down in the past.

SUMMARY OF FEBRUARY 2021 FINDINGS

Our teams continue to focus on finding and removing deceptive campaigns around the world —
whether they are foreign or domestic. In February, we removed five networks from Thailand, Iran,
Morocco and Russia. Two Iranian networks primarily targeted people outside of Iran, and three
others — from Thailand, Morocco and Russia — focused on domestic audiences in their
respective countries. We have shared information about our findings with industry partners,

researchers and policymakers.

In addition to these five networks, in February we also detected and removed attempts to
reestablish a presence on Facebook by the military-linked networks we had previously removed
for CIB in Myanmar. These repeat violations over the past few years and continuous attempts to

circumvent our CIB enforcement were among the factors that led to our broader decision to ban

the Myanmar military from Facebook and Instagram, which we shared last week.

Much of the CIB activity we removed worldwide in February was consistent with what we’ve
seen from various threat actors over the past 3 years, including the prevalence of domestic
targeting. The Russia-based network, however, was an interesting example of tactics we often
see from spam and financially motivated actors being deployed to mislead people during civic
protests. In an attempt to drown out relevant information, this network used hundreds of
accounts and mass-posted content with the same hashtags and location tags used by people
posting about the protests against the arrest of Alexey Navalny, an anti-corruption activist and
politician. These accounts were automatically detected by our systems and then disabled as

fake.

We know that influence operations will keep evolving in response to our enforcement, and new
deceptive behaviors will emerge. We will continue to refine our enforcement and share our
findings publicly. We are making progress rooting out this abuse, but as we’ve said before - it’s

an ongoing effort. We’re committed to continually improving to stay ahead. That means building
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better technology, hiring more people and working closely with law enforcement, security

experts and other companies.

e Total number of Facebook accounts removed: 915
e Total number of Instagram accounts removed: 606
e Total number of Pages removed: 86

e Total number of Groups removed: 21

NETWORKS REMOVED IN FEBRUARY 2021:

1. Thailand: We removed 77 Accounts, 72 Pages, 18 Groups and 18 Instagram accounts
that originated in Thailand and targeted domestic audiences in the Southern provinces of
Thailand. Our investigation found links to the Thai Military’s Internal Security Operations
Command. We found this network as part of our internal investigation into suspected
coordinated inauthentic behavior in the region.

2. lIran: We removed 446 Facebook accounts, 4 Pages, 3 Groups and 2 Instagram accounts
that originated in Iran and targeted primarily Irag, and to a lesser extent Israel, the United
Kingdom, and Afghanistan. Our investigation found links to individuals in Tehran. We
found this network after reviewing public reporting about a handful of its accounts
focused on Israel. Our internal investigation uncovered the broader network.

3. Iran: We removed 7 Facebook accounts, 4 Pages, and 16 Instagram accounts that
originated primarily in Iran and targeted both domestic audiences in Iran and also
Lebanon, Iraq, and the United Arab Emirates. Our investigation found links to individuals
in Iran with academic backgrounds. We found this network as part of our internal
investigation into suspected coordinated inauthentic behavior in the region.

4. Morocco: We removed 385 Facebook accounts, 6 Pages, and 40 Instagram accounts
that originated primarily in Morocco and targeted domestic audiences. We found this
network after reviewing information about a small portion of this activity in the region
shared by Amnesty International.

5. Russia: We removed 530 Instagram accounts that originated primarily in Russia and
targeted domestic audiences throughout the recent protests in support of Alexey
Navalny, an anti-corruption activist and opposition politician in Russia. We detected and
disabled the vast majority of these accounts, including through automation, as they

began posting.
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We removed 77 Accounts, 72 Pages, 18 Groups and 18 Instagram accounts for violating

our policy against government interference which is coordinated inauthentic behavior on

behalf of a government entity. This network originated in Thailand and targeted domestic

audiences in the Southern provinces of Thailand.

The people behind this network used both authentic and fake accounts — some of which had
already been detected and disabled by our automated systems — to manage Groups and
Pages, including overt military Pages and Pages that weren’t openly affiliated with the Thai
military. They also posted their content on multiple Pages to make it appear more popular than it
was. Some of these fake accounts posed as individuals from Southern provinces of Thailand and
also as young women, using stock photos as profile images. The majority of Page posting

appeared to have occurred in 2020.

This network posted primarily in Thai about news and current events including content in support
of the Thai military and the monarchy, calls for non-violence, regional COVID-19 updates, alleged
violence by the insurgent groups in Southern Thailand, and criticism of separatist and

independence movements.

We found this network as part of our internal investigation into suspected coordinated
inauthentic behavior in the region. Although the people behind it attempted to conceal their
identities and coordination, our investigation found links to the Thai Military’s Internal Security

Operations Command.

e Presence on Facebook and Instagram: 77 Facebook accounts, 72 Pages, 18 Groups and
18 accounts on Instagram.

e followers: About 703,000 accounts followed one or more of these Pages, about 100,000
accounts joined at least one of these Groups and around 2,500 people followed one or

more of these Instagram accounts.
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e Advertising: About $350 in spending for ads on Facebook and Instagram paid for in Thai
baht.

Below is a sample of the content posted by some of these accounts.

Aunmudminmeuauniala Translation:
m Feb 17,2021 7:53pm - &
Page name: News of the Three Southern
a1 ol 2 Tu 14 92.50unse §Tada - 19 Maifmnasdiesuguanuioaii Border Provinces

agnaf lduna ansila msalinn isdesan!l \Wa 11 14 3avin daunsagTa
30-19 Aliuan 1.a58xny 2.0in W 3.8 Tas7 4.nni8ug 5.anauns 6.unaM1s
703 8.wsen 9.undesdau 10.8vi5H 11,4391 12.90m5 13.daenil 14.85a

ndadayasn : guddaya COVID 19 aasinins 1111 #guduims CaptiOl’]: Yala and Pattani, the top 2 of 14
anunsallaia19 #euddayacoviD19
RS best provinces against COVID because we

help each other. Wear a mask, Wash hands.
We will survive!

Here is 14 provinces that there is no COVID:

: Data by COVID information center

4
By

Image overlay: The same first sentence as the
caption.: Yala and Pattani, the top 2 of 14
best province against COVID

g=a1. a1l
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Fiuauiunas
D Feb 19,2021 11:27pm - @

NGO laivaeau lagmatu aneng wisawszbilgdiivnummadsan laile
a1 afliasniiouin liduduuildsuannaeniiizadudiiunisleg
wiailpneniuwdseililagudmiu NGO

Translate

AMNESTY

INTERNATIONAL
THAILAND

R EAMS AN DA K]

I iR

LNENAUNINNHUE U

Translation:

Page name: Comprehending the operation

Caption: The NGO never cares about ordinary
citizens because they have no role in the
society. Normal people are not famous. Any
case is not a big news. They are not worth the
investment from foreigners so they will not do
anything to help. This is why we don't see
anything from the NGO.

Image overlay: The NGO never cares about
ordinary citizens because they have no role

nor money.
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o AN AT WY
Jan 27,2021 7:31pm - &

R IRY

Qo #finenmnldilan..... fiuil som Dildasadsiia(inniasas) Pl
wuasan Tes 1 Tduannszuanssiog lufuf 3 Samianfu Tasasawuada i
Auszneudvin edms lansunasaszasanedaiin vewaninlailesy
adusssu 'lﬂ"ﬂs:mqjummmgzgni‘m(fﬁmm)vimjtﬁamam Wiiauanuen
Auuaudaaty fahilananniseauiagagaau! insnzdinenau Tufiuii
s lawanldudin.. wummu'ln‘lwmsaﬁiﬁzi (Lu 'Lﬁﬁuﬁﬁm"mmamﬂu)
wemsTivsdaadian (@od luumeman) du whsfinnsoniiaanang
fiail fin - mmnaamu’lmumsaumamialu yadniAnBnaidisanasiidm
s lumsunaseasananiola, - auneusuiluiigedsuazinnmiiuaes
yadnganaunssanszawaay Tnsauysadoli, - MamsuLmaNBTaw
wastadniw lumsifufamauignansoursagnanaiunadualal dudu s
asufindnyanund mnanwm-namnmﬂuaamummaﬂ”luwun 0. iy
iRl lfuiengdsid@ufasana)oiamiven. .

Translate

TIilsansadsid

Translation:

Page name: Truth about my home, Pattani

Caption: Muslim leader declares southern
border is a peace zone. The southern
separatists started a movement by spreading
the idea that Thailand is under control by
different believers so that people would come
and fight for their religion. This was declared

that the action clearly violates Islam faith.

The local Muslim leader declares that the area
is a peace zone (war prohibiting zone). The
factor for Jihad are: - Is Islam is protected? -
Does Muslims have their part in governing? —
Does Muslim own the land or the business? —
Are there freedom to spread the word of
Islam? If Islam still hold their identity in the
southern border, there can be no religious

warfare.

Image overlay: Southern border is not Jihad

zone.

FEBRUARY 2021 COORDINATED INAUTHENTIC BEHAVIOR REPORT



We removed 446 Facebook accounts, four Pages, three Groups and two Instagram

accounts for violating our policy against foreign interference which is coordinated

inauthentic behavior on behalf of a foreign entity. This network originated in Iran and

targeted primarily Iraqg, and to a lesser extent Israel, the United Kingdom and Afghanistan.

We identified several clusters of activity within this network. The vast majority of it was consistent
with what we previously found and reported from various Iran-linked CIB networks. The people
behind it used fake accounts — many of which had already been detected and disabled by our
automated systems — to create fictitious personas posing as locals in the countries they
targeted, friend people, comment on other people’s posts and manage a handful of Pages. This
activity was primarily carried out by fake accounts, rather than Pages or Groups, and it appears
to have been active on and off starting March 2020 and into 2021. Notably, all accounts in the
network did not post on the anniversary of the Islamic Revolution in Iran in February 2021. This

network had nearly no engagement on our platform.

The people behind this activity posted memes, political cartoons and other content in Arabic,
English, Pashto and Hebrew about news and domestic politics in each targeted country,
including Scottish independence from the UK, criticism of Israeli Prime Minister Netanyahu and

US influence in Irag and Afghanistan. They also briefly mentioned news about COVID-19.

We found this network after reviewing public reporting about a handful of its accounts focused
on Israel. Our internal investigation uncovered the broader network. Although the people behind
this activity attempted to conceal their identities and coordination, our investigation found links

to individuals in Tehran.

e Presence on Facebook and Instagram: 446 Facebook accounts, 4 Pages, 3 Groups and 2
accounts on Instagram.
e Followers: About 400 accounts followed one or more of these Pages, about 20 accounts

joined at least one of these Groups and 0 people followed these Instagram accounts.
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Below is a sample of the content posted by some of these Pages:

Translation:

S vt N Gy Al 8 Caption: The Central Bank of Iraq is clamping

down on the people to plunder their wealth.

®.o Translation:

bl cle ule ) yal 5 WUs s Ll

Taliban and America are united against Afghanistan. Captlon_ The Tallban and Amerlca are unlted

2 - Hide original - Rate this translation

against Afghanistan.
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. » Vote YES to Scottish independence and
end the union

7h
| believe in Scotland &

SCOTLAND

DESERVES

Scottish \,
\Y%

Conservative
% nionist Z\
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We removed seven Facebook accounts, four Pages and 16 Instagram accounts for

violating our policy against foreign interference which is coordinated inauthentic behavior

on behalf of a foreign entity. This network originated primarily in Iran and targeted both

domestic audiences in Iran and also Lebanon, Iraq, and the United Arab Emirates.

The people behind this network used fake accounts to create fictitious personas posing as
geopolitical analysts and authors, post content and drive people to off-platform channels on
other internet services. At least one fictitious persona in this network published an op-ed in an
online newspaper, which was amplified by several Iranian news outlets. They also created fan
Pages for these fake personas, in addition to creating Pages posing as news organizations in the
countries they targeted while operating from Iran. These Pages were primarily created in the
second half of 2020 and had nearly no following on Facebook. The accounts used stock photos

as their profile images.

The people behind this activity posted memes and political cartoons in Arabic and Farsi about
news and current events the countries targeted. In Iran, they posted commentary supportive of
the Iranian government, particularly the Islamic Revolutionary Guard Corps. In other countries,
this network primarily focused on posting in support of Iranian foreign policy and criticism of
Saudi Arabia and the United States.

We found this network as part of our internal investigation into suspected coordinated
inauthentic behavior in the region. Although the people behind this activity attempted to conceal
their identities and coordination, our investigation found links to individuals in Iran with academic

backgrounds.

e Presence on Facebook and Instagram: 7 Facebook accounts, 4 Pages, and 16 accounts
on Instagram.
e Followers: About 1,100 accounts followed one or more of these Pages and around

18,000 people followed one or more of these Instagram accounts.
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Below is a sample of the content posted by some of these Pages.

shared a link.
8h
Gutaall g Cpptadtand) o8 i) il ga DUl A R gSall JSGH Al o gab Sl Buaa Alia
Apdsadl Aill aldan) g (sobaal Jlagd) (o (as Al adbsad
61369 Aaal oS )85 Jelidl (e U pail
i

RAIALYOUM.COM
#UA £ g dagbal) JuSii da ) 1 gmadl 3 g Akt
pall sl = 011 g O il ) g3l | Crapeadaeal)
Al Al A s s e (Bl G Glims (5 ) gl 31 4o Aalld
al) 138 dgal ol Jaly YT o jall Al e U Wagls
Al )l el Aaliadl A il

(&) irag.here - Follow

iraq.here sl sl 1) 0l G
il i &

Gibgll dlanll shse wle 50l 3oy
sl JalS slall Jabsg asshll

>
Hodhe yls

\oav |

9 likes

© Add

Translation:

Caption: A new article in which | talk about
the crisis of government formation in
Lebanon, the positions of political parties, the
political future of a country suffering from an
economic collapse, and the decline of the
political elite. Do not forget to engage [with
the post]. Thank you dear friends"

Link caption: Fatima Awad Al-Jubouri: The
crisis of government formation and the
struggle between political parties ... Save
Lebanon before it is too late

Translation:

America is crushing the Iraqgi people by
playing with devaluing the dinar. America is
behind this decrease and makes life more
difficult for people #dinar #lraqi dinar
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Translation:

‘ 17h-Q
D TR AU et et Caption: Vatican's Pope travels to Iraq to
apologize to the Iragi people for the American
alliaall ge @dlhall cinibil S jiiteul @lyall ol yblusg OLSLILAN L atrocities and Bush's crusade that led to the
B . s .yl -y o bloodshed of hundreds of thousands of
innocent Iragis, including Kurds, Sunnis and
Shiites.
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We removed 385 Facebook accounts, 6 Pages and 40 Instagram accounts for violating our

policy against coordinated inauthentic behavior. This network originated primarily in

Morocco and targeted domestic audiences.

The people behind this network used fake accounts — some of which had already been
detected and disabled by our automated systems — to post in multiple Groups at once to make
their content appear more popular than it was. They also frequently used these accounts to

comment on news and pro-government stories from various news outlets including ChoufTV.

The people behind this activity posted memes and other content primarily in Arabic and French
about news and current events in Morocco including praise for the government’s response to the
coronavirus pandemic, its diplomatic initiatives, Moroccan security forces, King Mohammed VI
and the director of the General Directorate for Territorial Surveillance. They also frequently

posted criticism of King’s opposition, human rights organizations and dissidents.

We found this network after reviewing information about a small portion of this activity in the

region shared by Amnesty International.

e Presence on Facebook and Instagram: 385 Facebook accounts, 6 Pages, and 40
accounts on Instagram.
e Followers: About 150,000 accounts followed one or more of these Pages and around

2,500 people followed one or more of these Instagram accounts.
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Below is a sample of the content posted by some of these Pages.

added a new photo.

‘ Feb 19,2021 5:10pm - @

addead a new photo. T | . .
. Jun 23,2020 7:07pm - @ ranslation:

Image overlay: You are in our heart.
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added & new photo. Translation:
' Feb 8 2021 :27om - @ '
Betrayal of your country is a grave and

unforgivable crime. No traitors among us.
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We removed 530 Instagram accounts for violating our policy against coordinated

inauthentic behavior. This network originated primarily in Russia and targeted domestic

audiences throughout the recent protests in support of Alexey Navalny, an anti-corruption
activist and politician in Russia. We detected and disabled the vast majority of these

accounts, including through automation, as they began posting.

The people behind this activity relied on recently created fake accounts to engage in what we
call “hashtag poisoning” and “location poisoning.” This refers to posting large volumes of
irrelevant or critical content with particular hashtags and location tags to drown out relevant
information and redirect the conversation. Some of these hashtags included: #[TyTnHyxogw,
#23aHBaps, #CsobonyHasanbHoMy (#PutinLeave, #23January, #FreeNavalny). Some of the
location tags included places where protesters planned to gather in Moscow and Saint
Petersburg on January 23 and January 31, and later near Moscow City Court. These accounts
used celebrity photos and profile photos likely generated using machine learning techniques like
generative adversarial networks (GAN). These accounts appeared to have been created in bulk

and purchased.

This network posted memes in Russian including about a Russian TikTok celebrity, criticism of
pro-Navalny protests, claims of large numbers of minors attending the rallies and also

advertising of women’s clothes and handbags.

We found this network as part of our internal investigation into suspected coordinated

inauthentic behavior surrounding the protests in Russia in 2021.

e Presence on Facebook and Instagram: 530 accounts on Instagram.

e Followers: About 55,000 accounts followed one or more of these Instagram accounts.
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Below is a sample of the content posted by some of these Pages.

Translation:
i Jan 22, 2021 8:22am
E==cmm #PutinLeave, #23January, #FreeNavalny
#yTMHYXoOM#23aHBapa#CrobongyHasa Image overlay: Beloved grandmother
nbHoMY Grandson who attended protests
Translate

BHYK, KOTOPbIHA
CXOAWN HA

f'."ll-1T|a‘|H|'P
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m Jan 22, 2021 8:23am Translation:

Caption: #PutinLeave, #23January,

#MyTuHyxopw#23aHBapa#CeoboayHasan #FreeNavalny

bHOMY
Image overlay: Went to the protest on January

23 - now grandfather is on ventilator

Translate

23 AHBapA Ha MUTHUHT
cxoaun - gena nog
WBIN nonoxun

Translation:

Caption: Why are you here today?
Had an argument with dad over Putin

R Mouemy Tel
C Bartenr . ceropHn 3necs? i)

NOCCOpPHAMECE, 3
oM 3a MyTuka

¢ Barei NoCCOPUIMCh, & OH 33 NYTUHA NOYEMy Tl
cerofHA aneck?
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Geotag used: Moscow City Court (Moscow)

‘ Feb 2, 2021 2:53am

. Translation:
Jan 21,2021 2:10pm

The mother of [a TikTok celebrity] has been

CeHcaums, Halwnacb MaTb IKak pymaeTe noyemy oHa

06bABMNAch TONbKO Ceityac, BbiCKasblBaiTe CBOe MHeHWe B found! Why do you think she Only appeared
KOMMeHTapuu!

bl now? Leave your take in comments!

Geotag used: Red Square (Moscow)

CKAA MATL I
ErO OTHOLLEHUA C
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ﬁ Jan 31, 2021 7:42am

KOT'TA BATS 3 POCI'BAPIVIN, A ThI
CKA3AJL, YTO BYJEIID B HIKOJIE

)
M JAJIN TIO XKOITE HE TOJIBKO
HA MUTUHTE, HO 1 JOMA

Translation:

When Dad is from the Russian National
Guard, and you said you’d be in school
[Photo]

Got spanked not only at the protest, but at
home too

Geotag used: Pushkin Square (Moscow)
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