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WeŖre consWanWl\ Zorking Wo ınd and sWop coordinaWed campaigns WhaW seek Wo manipXlaWe pXblic

debaWe across oXr apps.

PURPOSE OF THIS REPORT

OYer Whe pasW Whree and a half \ears, ZeŖYe shared oXr ındings aboXW coordinaWed inaXWhenWic

behaYior Ze deWecW and remoYe from oXr plaWforms. As parW of oXr regXlar CIB reporWs, ZeŖre

sharing informaWion aboXW all neWZorks Ze Wake doZn oYer Whe coXrse of a monWh Wo make iW

easier for people Wo see progress ZeŖre making in one place.

WHAT IS CIB?

We YieZ CIB as coordinaWed eĳorWs Wo manipXlaWe pXblic debaWe for a sWraWegic goal Zhere fake

accoXnWs are cenWral Wo Whe operaWion. There are WZo Wiers of Whese acWiYiWies WhaW Ze Zork Wo sWop:

1) coordinaWed inaXWhenWic behaYior in Whe conWe[W of domesWic, non-goYernmenW campaigns and

2) coordinaWed inaXWhenWic behaYior on behalf of a foreign or goYernmenW acWor.

COORDINATED INAUTHENTIC BEHAVIOR (CIB)

When Ze ınd domesWic, non-goYernmenW campaigns WhaW inclXde groXps of accoXnWs and Pages

seeking Wo mislead people aboXW Zho Whe\ are and ZhaW Whe\ are doing Zhile rel\ing on fake

accoXnWs, Ze remoYe boWh inaXWhenWic and aXWhenWic accoXnWs, Pages and GroXps direcWl\

inYolYed in Whis acWiYiW\.

FOREIGN OR GOVERNMENT INTERFERENCE (FGI)

If Ze ınd an\ insWances of CIB condXcWed on behalf of a goYernmenW enWiW\ or b\ a foreign acWor,

Ze appl\ Whe broadesW enforcemenW measXres inclXding Whe remoYal of eYer\ on-plaWform

properW\ connecWed Wo Whe operaWion iWself and Whe people and organi]aWions behind iW.
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CONTINUOUS ENFORCEMENT

We moniWor for eĳorWs Wo re-esWablish a presence on Facebook b\ neWZorks Ze preYioXsl\

remoYed. Using boWh aXWomaWed and manXal deWecWion, Ze conWinXoXsl\ remoYe accoXnWs and

Pages connecWed Wo neWZorks Ze Wook doZn in Whe pasW.

SUMMARY OF JANUARY 2021 FINDINGS

OXr Weams conWinXe Wo focXs on ınding and remoYing decepWiYe campaigns aroXnd Whe Zorld Š

ZheWher Whe\ are foreign or domesWic. In JanXar\, Ze remoYed 2 neWZorks of accoXnWs, Pages

and GroXps. One neWZork from Uganda WargeWed people in iWs oZn coXnWr\, and anoWher neWZork

originaWed primaril\ in PalesWine and focXsed on domesWic aXdiences. We haYe shared

informaWion aboXW oXr ındings ZiWh indXsWr\ parWners, researchers and polic\makers.

We are making progress rooWing oXW Whis abXse, bXW as ZeŖYe said before ş iWŖs an ongoing eĳorW.

WeŖre commiWWed Wo conWinXall\ improYing Wo sWa\ ahead. ThaW means bXilding beWWer Wechnolog\,

hiring more people and Zorking closel\ ZiWh laZ enforcemenW, secXriW\ e[perWs and oWher

companies.

● TRWaO QXPbeU Rf FacebRRk accRXQWV UePRYed: 426

● TRWaO QXPbeU Rf IQVWagUaP accRXQWV UePRYed: 153

● TRWaO QXPbeU Rf PageV UePRYed: 210

● TRWaO QXPbeU Rf GURXSV UePRYed: 62

NETWORKS REMOVED IN JANUARY 2021:

1. UgaQda: We remoYed 220 AccoXnWs, 32 Pages, 59 GroXps and 139 InsWagram accoXnWs

WhaW originaWed in Uganda and WargeWed domesWic aXdiences. OXr inYesWigaWion foXnd links

Wo Whe GoYernmenW CiWi]ens InWeracWion CenWer aW Whe MinisWr\ of InformaWion and

CommXnicaWions Technolog\ in Uganda. We foXnd Whis neWZork afWer reYieZing

informaWion aboXW a porWion of iWs acWiYiW\ shared ZiWh Xs b\ researchers aW Whe AWlanWic

CoXncilŖs DigiWal Forensics Research Lab. GiYen Whe impending elecWion in Uganda, once

Ze compleWed oXr inYesWigaWion, Ze moYed qXickl\ Wo Wake doZn Whis neWZork in earl\

JanXar\.

2. PaOeVWiQe: We remoYed 206 Facebook accoXnWs, 178 Pages, 3 GroXps and 14 InsWagram

accoXnWs WhaW WargeWed PalesWine. OXr inYesWigaWion foXnd links Wo indiYidXals in PalesWine
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and UAE, in addiWion Wo links beWZeen a small porWion of Whis neWZork and indiYidXals

associaWed ZiWh a recenWl\ creaWed markeWing ırm called OrienWaWion Media in BelgiXm. We

foXnd Whis neWZork as parW of oXr inWernal inYesWigaWion inWo sXspecWed coordinaWed

inaXWhenWic behaYior in Whe region.
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We UePRYed 220 AccRXQWV, 32 PageV, 59 GURXSV aQd 139 IQVWagUaP accRXQWV fRU YiROaWiQg

RXU SROic\ agaiQVW gRYeUQPeQW iQWeUfeUeQce Zhich iV cRRUdiQaWed iQaXWheQWic behaYiRU RQ

behaOf Rf a gRYeUQPeQW eQWiW\. ThiV QeWZRUk RUigiQaWed iQ UgaQda aQd WaUgeWed dRPeVWic

aXdieQceV.

We foXnd seYeral clXsWers of connecWed acWiYiW\ Zhere people relied on fake and dXplicaWe

accoXnWs Wo manage Pages, impersonaWe aW leasW one pXblic ıgXre in Uganda, commenW on oWher

peopleŖs conWenW, and posW in mXlWiple GroXps aW once Wo make Wheir conWenW appear more

popXlar Whan iW Zas. Some of Whese fake accoXnWs had alread\ been deWecWed and disabled b\

oXr aXWomaWed s\sWems. In Whe fall of 2020, Whis neWZork acWiYel\ promoWed Whe SWopHooliganism

hashWag across mXlWiple social media serYices in response Wo proWesWs againsW Whe arresWs of Whe

opposiWion candidaWe.

This operaWion posWed primaril\ in English. The ırsW clXsWer of Whis acWiYiW\ focXsed on posWing in

sXpporW of Whe PresidenW of Uganda and Whe rXling parW\ called NaWional ResisWance MoYemenW

(NRM). The second clXsWer posWed aboXW LieXWenanW General MXhoo]i KainerXgaba as a poWenWial

fXWXre presidenWial candidaWe. Finall\, Whe lasW clXsWer focXsed on commenWing on Whe opposiWion

Pages, WargeWing Whe NaWional UniW\ PlaWform in parWicXlar and Whe opposiWion candidaWe RoberW

K\agXlan\i, in addiWion Wo commenWing on Whe Pages of Whe goYernmenW of Uganda. MXch of Whis

neWZorkŖs posWs Zere ampliıed b\ oWher fake accoXnWs in Whe neWZork. Some of Whese Pages

reposWed conWenW from local neZs aggregaWors and pro-NRM blogs.

We foXnd Whis neWZork afWer reYieZing informaWion aboXW some of Whis acWiYiW\ shared b\

researchers aW Whe AWlanWic CoXncilŖs DigiWal Forensics Research Lab. GiYen Whe impending

elecWion in Uganda, once Ze compleWed oXr inYesWigaWion, Ze moYed qXickl\ Wo Wake doZn Whis

neWZork in earl\ JanXar\. AlWhoXgh Whe people behind iW aWWempWed Wo conceal Wheir idenWiWies and

coordinaWion, oXr inYesWigaWion foXnd links Wo Whe GoYernmenW CiWi]ens InWeracWion CenWer aW Whe

MinisWr\ of InformaWion and CommXnicaWions Technolog\ in Uganda.
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● PUeVeQce RQ FacebRRk aQd IQVWagUam: 220 Facebook accoXnWs, 32 Pages, 59 GroXps and

139 accoXnWs on InsWagram.

● FRllRZeUV: AboXW 512,000 accoXnWs folloZed one or more of Whese Pages, aboXW 441,000

accoXnWs joined aW leasW one of Whese GroXps and aroXnd 77,000 people folloZed one or

more of Whese InsWagram accoXnWs.

● AdYeUWiViQg: AboXW $5,000 in spending for ads on Facebook and InsWagram paid for in US

dollars.

BeloZ is a sample of Whe conWenW posWed b\ some of Whese accoXnWs.
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We UePRYed 206 FacebRRk accRXQWV, 178 PageV, 3 GURXSV aQd 14 IQVWagUaP accRXQWV fRU

YiROaWiQg RXU SROic\ agaiQVW cRRUdiQaWed iQaXWheQWic behaYiRU. ThiV QeWZRUk RUigiQaWed

SUiPaUiO\ iQ PaOeVWiQe aQd WaUgeWed dRPeVWic aXdieQceV.

This acWiYiW\ relied on indiYidXals primaril\ in Ga]a, and also in BelgiXm and Whe UniWed Arab

EmiraWes. The\ Xsed fake accoXnWs Š some of Zhich had been alread\ deWecWed and disabled b\

oXr aXWomaWed s\sWems Š Wo commenW, amplif\ Wheir oZn conWenW, and manage Pages posing as

neZs oXWleWs. This neWZork also Xsed compromised accoXnWs, Zhich afWer being inacWiYe for

some Wime, began posWing e[clXsiYel\ aboXW poliWics in PalesWine. Some of Whis neWZorkŖs

accoXnWs posed as locals in Whe WesW Bank. Some of Wheir Pages impersonaWed legiWimaWe Whink

Wanks and media organi]aWions in Israel and Whe UK. The majoriW\ of Whis neWZorkŖs Pages Zere

inacWiYe, Zhile oWhers ofWen posWed idenWical conWenW and had Yer\ limiWed folloZing Zhen Ze

remoYed Whem.

The people behind Whis acWiYiW\ posWed primaril\ in Arabic and Wo a mXch lesser e[WenW in HebreZ.

MosW of Whe HebreZ-langXage posWs Zere aboXW neZs of Whe da\ or non-poliWical in naWXre. OWher

posWs inclXded conWenW aboXW poliWics and cXrrenW eYenWs in Whe PalesWinian WerriWories, inclXding

Whe Xpcoming 2021 elecWion, sXpporWiYe commenWar\ aboXW Whe e[iled poliWician Mohammed

Dahlan, UAE, and criWicism of QaWar, TXrke\ and Whe PresidenW of Whe PalesWinian AXWhoriW\

MahmoXd Abbas.

We foXnd Whis neWZork as parW of oXr inWernal inYesWigaWion inWo sXspecWed coordinaWed

inaXWhenWic behaYior in Whe region. AlWhoXgh Whe people behind Whis acWiYiW\ aWWempWed Wo conceal

Wheir idenWiWies and coordinaWion, oXr inYesWigaWion foXnd links Wo indiYidXals in PalesWine and UAE.

We also foXnd links beWZeen a small porWion of Whis neWZork and indiYidXals associaWed ZiWh a

recenWl\ creaWed markeWing ırm called OrienWaWion Media in BelgiXm.
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● PUeVeQce RQ FacebRRk aQd IQVWagUam: 206 Facebook accoXnWs, 178 Pages, 3 GroXps and

14 accoXnWs on InsWagram.

● FRllRZeUV: AboXW 60,500 accoXnWs folloZed one or more of Whese Pages, aboXW 600

accoXnWs joined aW leasW one of Whese GroXps and aroXnd 2,100 people folloZed one or

more of Whese InsWagram accoXnWs.

● AdYeUWiViQg: AboXW $1,100 in spending for ads on Facebook and InsWagram paid for in US

dollars.

BeloZ is a sample of Whe conWenW posWed b\ some of Whese Pages:

TUaQVOaWiRQ:

Abbas and his goYernmenW aWWacked Whe

people of FaWah for noW parWicipaWing in Whe

elecWions, bXW Whis Zill noW Zork and \oX Zill

noW conWrol Whem.

TUaQVOaWiRQ:

Page name: RoWWer neW

SoXrces in Whe press learned WhaW PalesWinian

AXWhoriW\ PresidenW MahmoXd Abbas

proposed WhroXgh an inWernaWional mediaWor Wo

his riYal MXhammed Dahlan in order Wo

resolYe Whe conĲicW. And Whe laWWer refXsed. No

informaWion Zas obWained aboXW Whis

arrangemenW.
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TUaQVOaWiRQ:

WiWh \oX Wo Whe end, Ze Zill noW reWreaW one

sWep.
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TUaQVOaWiRQ:

PosW CapWion: DXe Wo Whe eĳorWs of

Commander MXhammed Dahlan, Whe second

conYo\ of medical aid Zill arriYe. Thank \oX

Yer\ mXch for \oXr good eĳorWs

#FaWah_ParliamenWar\_Bloc

#DemocraWic_Reform_CXrrenW_FaWah.

CommenW: All Whanks Wo Whe UniWed Arab

EmiraWes for Whis generoXs donaWion, and

Whanks Wo Whe DemocraWic Reform CXrrenW of

Whe FaWah moYemenW, led b\ MXhammed

Dahlan, Zho conWribXWed Wo Whe arriYal of Whe

second conYo\ of medical aid

#FaWah_ParliamenWar\_Bloc

#DemocraWic_Reform_CXrrenW_FaWah ...
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