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We’re constantly working to find and stop coordinated campaigns that seek to manipulate

public debate across our apps.
PURPOSE OF THIS REPORT

Over the past three years, we’ve shared our findings about coordinated inauthentic behavior

we detect and remove from our platforms. As part of our regular CIB reports, we’re sharing
information about all networks we take down over the course of a month to make it easier for

people to see progress we’re making in one place.
WHAT IS CIB?

We view CIB as coordinated efforts to manipulate public debate for a strategic goal where fake
accounts are central to the operation. There are two tiers of these activities that we work to
stop: 1) coordinated inauthentic behavior in the context of domestic, non-government

campaigns and 2) coordinated inauthentic behavior on behalf of a foreign or government actor.
COORDINATED INAUTHENTIC BEHAVIOR (CIB)

When we find domestic, non-government campaigns that include groups of accounts and
Pages seeking to mislead people about who they are and what they are doing while relying on
fake accounts, we remove both inauthentic and authentic accounts, Pages and Groups directly

involved in this activity.
FOREIGN OR GOVERNMENT INTERFERENCE (FGI)

If we find any instances of CIB conducted on behalf of a government entity or by a foreign
actor, we apply the broadest enforcement measures including the removal of every on-platform

property connected to the operation itself and the people and organizations behind it.
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CONTINUOUS ENFORCEMENT

We monitor for efforts to re-establish a presence on Facebook by networks we previously
removed. Using both automated and manual detection, we continuously remove accounts and

Pages connected to networks we took down in the past.
SUMMARY OF OCTOBER 2020 FINDINGS

Our teams continue to focus on finding and removing deceptive campaigns around the world
— whether they are foreign or domestic. In October, we removed 14 networks of accounts,
Pages and Groups. Eight of them — from Georgia, Myanmar, Ukraine and Azerbaijan —
targeted domestic audiences in their own countries, and six networks — from Iran, Egypt, the
US and Mexico — focused on people outside of their countries. We have shared information

about our findings with law enforcement, policymakers and industry partners.

We are making progress rooting out this abuse, but as we’ve said before, it’s an ongoing effort.
We’re committed to continually improving to stay ahead. That means building better
technology, hiring more people and working closely with law enforcement, security experts and

other companies.

e Total number of Facebook accounts removed: 1,196
e Total number of Instagram accounts removed: 994
e Total number of Pages removed: 7,947

e Total number of Groups removed: 110
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NETWORKS REMOVED IN OCTOBER 2020:

1.

NEW —Iran: We removed 12 Facebook accounts, two Pages and 307 Instagram
accounts linked to individuals associated with EITRC, a Tehran-based IT company. This
activity originated in Iran and targeted primarily Israel, and also Iraqg. This network was
early in its audience building when we removed it. We found this activity as part of our

investigation into suspected coordinated inauthentic behavior in the region.

NEW —Iran, Afghanistan: We removed 33 Facebook accounts, 11 Pages, six Groups
and 47 Instagram accounts operated by individuals in Iran and Afghanistan. They
targeted Farsi/Dari-speaking audiences primarily in Afghanistan. We found this network
as part of our internal investigation into suspected coordinated inauthentic behavior in

the region.

NEW —Egypt, Turkey and Morocco: We removed 31 Facebook accounts, 25 Pages
and two Instagram accounts operated by individuals in Egypt, Turkey and Morocco
associated with the Muslim Brotherhood. They targeted Egypt, Libya, Tunisia, Yemen,
Somalia and Saudi Arabia. We found this network as part of our internal investigation

into suspected coordinated inauthentic behavior in the region.

NEW —Georgia: We removed 50 Facebook accounts, 49 Pages, four Groups, eight
Events and 19 Instagram accounts linked to Alt-Info, a media entity in Georgia. This
activity originated in the country of Georgia and targeted domestic audiences in
Georgia. Alt-Info is now banned from Facebook. We found this network as part of our
investigation into suspected coordinated inauthentic behavior in the region. Our
assessment benefited from public reporting by International Society for Fair Elections

and Democracy (ISFED), a non-profit in Georgia.

NEW —Georgia: We removed 54 Facebook accounts, 14 Pages, two Groups and 21
Instagram accounts linked to two political parties in Georgia — Alliance of Patriots and
Georgian Choice. This activity originated in the country of Georgia and targeted
domestic audiences in Georgia. We found this network after reviewing information

about some of its activity publicly reported by International Society for Fair Elections
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and Democracy (ISFED), a non-profit in Georgia.

6. NEW—Myanmar: We removed 36 Facebook accounts, six Pages, two Groups and one
Instagram account linked to Openmind, a PR agency in Myanmar. This activity
originated in Myanmar and targeted domestic audiences in Myanmar. We found this
network as part of our proactive investigation into suspected coordinated inauthentic

behavior in the region ahead of the November election in Myanmar.

7. NEW—Ukraine: We removed 46 Facebook accounts, 44 Pages, one Group and three
Instagram accounts linked to MAS Agency, a PR firm in Ukraine, and individuals
associated with Yulia Timoshenko’s campaign and Batkivshchyna, a political party in
Ukraine. This activity originated in Ukraine and targeted domestic audiences in Ukraine.
We found this network as part of our investigation into suspected coordinated
inauthentic behavior in the region. Our review benefited from public reporting on some

of this activity in Ukraine.

8. Mexico, Venezuela: We removed 2 Facebook Pages and 22 Instagram accounts
operated by individuals from Mexico and Venezuela. They primarily targeted the US. We
began this investigation based on information about this network’s off-platform activity
from the FBI. Our internal investigation revealed the full scope of this network on

Facebook. (Originally announced on October 27, 2020)

9. Iran: We also removed 12 Facebook accounts, 6 Pages and 11 Instagram accounts
linked to individuals associated with the Iranian government. This small network
originated in Iran and focused primarily on the US and Israel. It had some limited links
to the CIB network we removed in April 2020. We began this investigation based on
information from the FBI about this network’s off-platform activity. (Originally
announced on October 27, 2020)

10. Myanmar: We removed 10 Facebook accounts, 8 Pages, 2 Groups and 2 Instagram
accounts operated by individuals in Myanmar. They focused on domestic audiences.
We found this network as part of our proactive investigation into suspected coordinated

inauthentic behavior ahead of the upcoming election in the region. (Originally
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announced on October 27, 2020)

11. US: We removed 202 Facebook accounts, 54 Pages and 76 Instagram accounts linked
to Rally Forge, a US marketing firm, working on behalf of Turning Point USA and
Inclusive Conservation Group. They focused primarily on domestic US audiences and
also on Kenya and Botswana. Rally Forge is now banned from Facebook. We began
our investigation after public reporting about some elements of this activity by the
Washington Post. We are continuing to review all linked networks, and will take action
as appropriate if we determine they are engaged in deceptive behavior. (Originally

announced on October 8, 2020)

12. Myanmar: We removed 38 Facebook accounts, 15 Pages and 6 Instagram accounts
linked to members of the Myanmar military. This activity originated in Myanmar and
targeted domestic audiences. We began our investigation after reviewing local public
reporting about some elements of this activity as part of our proactive work ahead of

the upcoming election in Myanmar. (Originally announced on October 8, 2020)

13. Azerbaijan: We removed 589 Facebook accounts, 7,665 Pages and 437 accounts on
Instagram linked to the Youth Union of New Azerbaijani Party. This network originated
in Azerbaijan and focused primarily on domestic audiences. We identified this network
through an internal investigation into suspected fake engagement activity in the region.

(Originally announced on October 8, 2020)

14. Nigeria: We removed 78 Facebook accounts, 45 Pages, 93 Groups and 46 Instagram
accounts linked to the Islamic Movement in Nigeria. This network originated primarily in
Nigeria and focused on domestic audiences. We identified this activity through our
investigation into suspected coordinated inauthentic behavior in the region with some
limited links to the network we removed in March 2019. (Originally announced on
October 8, 2020)
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We removed 12 Facebook accounts, two Pages and 307 Instagram accounts for

violating our policy against foreign interference which is coordinated inauthentic

behavior on behalf of a foreign entity. This activity originated in Iran and targeted

primarily Israel, and also Iraq.

This network was early in its audience building when we removed it. The network used fake
accounts — most of which were created around the same time — to develop fictitious
personas who purported to be based in Israel and Irag. These accounts have gone through
significant name changes over time. They posted memes, images and other content in Hebrew
and Arabic focusing on news and current events in the countries they targeted including
anti-Prime Minister Netanyahu protests in Israel, criticism of his policies and response to the

pandemic.

We found this network as part of our investigation into suspected coordinated inauthentic
behavior in the region. Although the people behind this activity attempted to conceal their
identities, our investigation found links to individuals associated with EITRC, a Tehran-based IT

company.

e Presence on Facebook and Instagram: 12 Facebook accounts, 2 Pages and 307
accounts on Instagram.
e Followers: About 1,100 accounts followed one or more of these Pages, and around

9,500 people followed one or more of these Instagram accounts.
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Below is a sample of the content posted by some of these Pages.

Black flags il

w, Oct 11. 2020 7:55am - &
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Al-efsad-Ghaed-224

! Oct 31, 2019 2:13am

SLdY) 8 L eV O iy 4 ) Clawye s
A el B (e SH by 2lg
Ot oS SH agladaf G psf Jua gyl Ju
s et o S5 das allf ialif #iraq #duhok
#irbil_city #mosul #saudiarabia #kuwait
#uae

Translate

Translation:

Caption: Burning down state institutions and
party headquarters, you leader of corruption
#Leader_of_Corruption #Kurdistan #lraq
#lraq #lraqi #Erbil #Mosul #Dohuk
#Suleimaniyah #Kirkuk #Soran #Tal_Afar
#Hawija #Tikrit #Samarra #iraq #duhok

#irbil_city #mosul #saudiarabia #kuwait #uae
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Translation:

n Jul 28, 2020 7:07am
Caption: #blackflags #theblackflags

#bibinetaniyahuln image: Hope is up to us

Finnnrana# oninwao' T oninwoat
Translate

(on the flag)
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We removed 33 Facebook accounts, 11 Pages, six Groups and 47 Instagram

accounts for violating our policy against foreign interference which is

coordinated inauthentic behavior on behalf of a foreign entity. This network was
operated by individuals in Iran and Afghanistan and targeted Farsi/Dari-speaking

audiences primarily in Afghanistan.

This network used a combination of authentic and fake accounts to post content, direct people
to their channels on other internet services and manage Pages. Some of these Pages
impersonated media organizations such as TOLONews and Etilaatroz. Some of these accounts

posed as young women in Afghanistan and used fake profile photos and names.

This network posted about news and current events in the region, including politics; sports;
victims of Taliban violence; supportive commentary about Afghan security forces; and criticism
of US foreign policy in Afghanistan, Taliban’s record on women'’s rights, US military actions in
Afghanistan, negotiations with Taliban, and Afghan president Ashraf Ghani, the Pashtun
politician Gulbuddin Hekmatyar. They also posted nature photos and photos of women, and
news about the coronavirus pandemic from different regions of Afghanistan. We found this
network as part of our internal investigation into suspected coordinated inauthentic behavior in

the region.

e Presence on Facebook and Instagram: 33 Facebook accounts, 11 Pages, 6 Groups and
47 accounts on Instagram.

e Followers: About 25,000 accounts followed one or more of these Pages, about 15,000
accounts joined at least one of these Groups and around 539,000 people followed one
or more of these Instagram accounts.

e Advertising: Less than $30 in spending for ads on Facebook and Instagram paid for in
US dollars.
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Below is a sample of the content posted by some of these Pages.
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See Translation
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Translation:

Caption: Yaftal city is the end of Badakhshan
province!

Translation:

Iranian Foreign Minister in a meeting with
Abdullah: We support efforts to make peace
in Afghanistan. The Supreme Council of
National Reconciliation has said in a
newspaper in this meeting that took place
after today's brunch (Sunday, 27 Mizan),
both sides have talked about Afghanistan's
peace process. According to the newspaper,
Mr. Zarif in this meeting called Afghanistan
peace as one of the main needs of the region
and said that Iran supports efforts to achieve
permanent peace in Afghanistan. He added
that Iran knows Afghanistan's success in
peace and success.

Translation:

Taliban in the official announcement: After
long negotiations between the Islamic
Emirates and the United States, both sides
agreed that on the 5th month of Rajab
Al-Marjab, 1441, 10, 2020, 1398, and 29
February 2020 M, the final agreement will be
signed in the presence of the world between
both sides.
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We removed 31 Facebook accounts, 25 Pages and two Instagram accounts for

violating our policy against foreign interference which is coordinated inauthentic

behavior on behalf of a foreign entity. This network was operated by individuals in
Egypt, Turkey and Morocco and targeted Egypt, Libya, Tunisia, Yemen, Somalia

and Saudi Arabia.

The people behind this activity used fake accounts to comment on content and manage Pages
pretending to be local to countries they targeted. Some of these accounts were automatically
disabled for various violations including posting terrorism-related content. They posted
primarily in Arabic about news and current events in countries they targeted including politics
in Egypt, tensions in Libya and Somalia, supportive commentary about Qatar and Turkey and
criticism of Saudi Arabia, the UAE, the Egyptian government, Saudi and Emirati activity in

Yemen, and Emirati actions in Tunisia.

We found this network as part of our internal investigation into suspected coordinated
inauthentic behavior in the region. Although the people behind this activity attempted to
conceal their identities, our investigation found links to individuals associated with the Muslim
Brotherhood.

e Presence on Facebook and Instagram: 31 Facebook accounts, 25 Pages and 2
accounts on Instagram.

e Followers: About 1.57 million accounts followed one or more of these Pages and
around 1,000 people followed one or more of these Instagram accounts.

e Advertising: Less than $219,000 in spending for ads on Facebook and Instagram paid

for in Turkish lira, US dollars, Egyptian pound and Qatari rial.
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Below is a sample of the content posted by some of these Pages.

Y S 2 5 Translation:

@ Jul 23, 2020 12:55pm - &
Page title: Tunisia Against Emirati

ACTReaTE SRS | Intervention
Translate
Caption: The president of the Ennahda
i i Uan parliamentary bloc accused Abir Moussi, the
GljloYll go @cy dhlll wnle WMlGY president of the Free Destourian Party, of

e < paving the way for foreign powers, namely
the UAE and Egypt, to overthrow "the
elected Tunisian government"
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Translate

«a._.l_.ﬂm.l Jb.ﬁn
JlognJU dxinill dyiyl gyjliio) anes Jolgy

AT S ks
o Sep 30, 2020 4:27pm - &

TP PEEOR UL IS
Translate

Translation:
Page name: Somali & Proud

Caption: Qatar, represented by the Qatar
Development Fund, continued its efforts to
support development projects in Somalia. As
part of the "Somali Roads" project, the
Mogadishu-Afgooye road has begun to be
paved.

Image overlay: "Qatar Development"

continues its support for infrastructure
projects in Somalia

Translation:
Page name: Youth Against the Coup

Caption: The police are at the service of the
dog
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We removed 50 Facebook accounts, 49 Pages, four Groups, eight Events and 19

Instagram accounts for violating our policy against coordinated inauthentic

behavior. This activity originated in the country of Georgia and targeted domestic

audiences in Georgia.

This network used fake accounts to post and comment on their own content to make it appear
more popular than it was, and manage Pages, some of which posed as independent from one
another. Some of these Pages went through significant admin changes and appeared to have
been purchased. This network focused primarily on amplifying and engaging with Alt-Info’s
Page and its content, and commenting on local news media Pages. This network posted
primarily in Georgian about news and current events in the country including EU and Russian
politics, Georgian parliamentary election in 2020, political figures, criticism of local media and
liberal politicians such as representatives of European Georgia party, immigrants, minorities
and LGBTQ communities. Some of this activity included posting hate speech and information

rated false by independent fact-checkers in Georgia.

We found this network as part of our investigation into suspected coordinated inauthentic
behavior in the region. Our assessment benefited from public reporting by International Society
for Fair Elections and Democracy (ISFED), a non-profit in Georgia. Although the people behind
this activity attempted to conceal their identities, our investigation found links to Alt-Info, a

media entity in Georgia. Alt-Info is now banned from Facebook.

e Presence on Facebook and Instagram: 50 Facebook accounts, 49 Pages, 4 Groups, 8
Events and 19 accounts on Instagram.

e Followers: About 328,000 accounts followed one or more of these Pages, about 13,000
accounts joined at least one of these Groups and around 1,600 people followed one or

more of these Instagram accounts.
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